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This report is a product of the Defense Science Board (DSB). 
 
The DSB is a Federal Advisory Committee established to provide independent advice to the Secretary of 
Defense. Statements, opinions, conclusions, and recommendations in this report do not necessarily 
represent the official position of the Defense Department (DoD).
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MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR RESEARCH AND  
ENGINEERING 
 
SUBJECT:  Executive Summary of the Secure Electronic Processing Task Force  
  
 I am pleased to forward the executive summary of the Defense Science Board Task Force 
on Secure Electronic Processing, chaired by Dr. Robert Wisnieff.   
 
 The security, availability, and reliability of electronic equipment, information technology 
systems, and embedded systems are at risk in an operational environment where abundant threats 
exist that endanger system capability. Department of Defense (DoD) technological capabilities 
must be protected from threats that exploit hardware and software vulnerabilities that are 
inherent in system design. Commercially available secure processors are increasingly available 
that have dual-use security solutions is of paramount interest to the DoD.  
 
 The recommendations proposed by the Task Force, if implemented, create solutions to 
mitigate vulnerabilities and increase the resilience of the DoD’s electronic systems.   
 
 I fully endorse all of the Task Force’s recommendations and urge their careful 
consideration and soonest adoption.   
 
 
 
 
  Dr. Eric Evans  
  Chair, Defense Science Board 
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MEMORANDUM TO THE CHAIRMAN, DEFENSE SCIENCE BOARD 
 
SUBJECT:  Executive Summary of the Secure Electronic Processing Task Force  
  
 In a world of ever-changing threats to electronic systems and equipment, it is incumbent 
on the Department of Defense (DoD) to have secure processors and technologies capable of 
protecting needed systems and its assets from the potential exploitation of hardware and software 
vulnerabilities inherent in system design. In assessing these options, it is also important to 
consider the availability of commercial capacity for secure processors to leverage dual-use 
security solutions paramount interest to the DoD. 
 
 The Secure Electronic Processing Task Force was established to provide advice and 
recommendations on implementing such solutions to mitigate vulnerabilities and increase the 
resilience of the DoD’s electronic systems. The Task Force considered the following:  

• Commercial secure processors to determine dual-use applications in support of the DoD 
missions. 

• Susceptibility of commercial secure processor vulnerabilities. 
• Alternatives to acquisition of commercial secure processors. 
• Suitability for technology protection. 
• Extent to which Creating Helpful Incentives to Produce Semiconductors Act of 2022 

(CHIPS Act) opens further opportunities for developing commercial secure processors. 
 
 The recommendations proposed by the Task Force, if implemented, create solutions to 
mitigate potential hardware and software vulnerabilities and offer options for fostering 
technology protection to increase the resilience of the DoD’s electronic systems.   
 
 I offer my sincerest admiration, respect, and thanks to the Task Force team (members, 
government advisors, and staff) for their contributions to this important effort.  
 
 

 

 
  Dr. Robert Wisnieff   
  Chair, Secure Electronic Processing Task Force
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