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OFFICE OF THE SECRETARY OF DEFENSE 
3140 DEFENSE PENTAGON 

WASHINGTON, DC 20301–3140 

 
 
 December 28, 2016 
 
 
MEMORANDUM FOR THE UNDER SECRETARY OF DEFENSE FOR 
ACQUISITION, TECHNOLOGY, AND LOGISTICS 
 
SUBJECT: Final Report of the Defense Science Board (DSB) Summer Study on 
Capabilities for Constrained Military Operations 
 
 
I am pleased to forward the final report of the DSB Summer Study on Capabilities for 
Constrained Military Operations. This report offers important recommendations on 
how the Department can respond to regional conflicts that remain below the threshold 
of full-scale warfare, called constrained military operations.  
 
This study is unique in not only describing the character and implications of so-called 
gray zone conflicts but also offering a comprehensive agenda of actionable 
recommendations for the U.S. to address such conflicts. This report proposes whole-of-
government concepts and Department of Defense information systems and physical 
capabilities that have the potential to provide responses to constrained military 
operations. The recommendations do not require significant investments, but do require 
a shift in mindset within The DoD to successfully confront constrained military 
operations. As the report explains, The DoD may not always have the lead role in 
responding, but the Department does have significant capabilities to support whole-of-
government approaches.  
 
The good news is that The DoD can prevail with inexpensive capabilities that have low 
technology risk and accomplish all of this on a short timeline.  
 
I fully endorse all of the recommendations contained in this report and urge their 
careful consideration and soonest adoption.  
 
 
  
 

   Dr. Craig Fields 
Chairman 
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December 28, 2016 
 
 
MEMORANDUM FOR CHAIRMAN, DEFENSE SCIENCE BOARD 
 
SUBJECT: Final Report of the Defense Science Board Summer Study on Capabilities for 

Constrained Military Operations 
 
The final report of the Defense Science Board Summer Study on Capabilities for Constrained 
Military Operations is attached. In accordance with its charter, the Study focused on regional 
conflicts that remain below the threshold of full-scale warfare, called constrained military 
operations. This study is unique in not only describing the character and implications of so-
called gray zone conflicts but also offering a comprehensive agenda of actionable 
recommendations for the U.S. to address such conflicts. The good news is that The DoD can 
prevail with inexpensive capabilities that have low technology risk and on a short timeline. The 
Study analyzed planning and assessment processes; information, intelligence, and cyber 
capabilities; physical capabilities; and interagency capabilities where The DoD provides a 
supporting role. While the Study reviewed technologies, capabilities, operating concepts, and 
processes to provide responses to constrained military operations, they also reviewed the need 
for a strategic framework to provide guidance for any future actions.  
 
The Study took a three-pronged approach to countering potential adversaries’ strategies for 
waging long-term campaigns for constrained military operations and Gray Zone conflicts: 
 

1. Create a long-term strategic framework and threat-oriented campaigns. 
2. Exploit the new and evolving information landscape. 
3. Continue to add to the available set of tools applicable to operations addressing less than 

full-scale conventional warfare. 
 
The Study concluded that much of the Department’s actions for constrained military operations 
and Gray Zone conflicts were reactive and episodic. The creation of a long-term strategy to 
counter adversaries’ activities and to proactively advance national interests should be a first and 
important priority for department leadership. The Study recommends that the Secretary of 
Defense charter and staff a DoD Strategic Options Task Force with the objective of creating a 
strategic framework, campaigns, and playbooks aimed at providing both reactive and proactive 
actions to deter and counter adversaries’ potential constrained military operations. Important to 
be considered by the DoD Strategic Options Task Force is the role and integration of allied 
actions into interagency and DoD strategy and campaigns. The roles of allies in military, 
diplomatic, economic, and societal activities must be considered to create an enduring U.S. 
strategy.  
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A new and critical element of Gray Zone operations is the importance of the information 
landscape in both understanding adversaries’ actions and prosecuting U.S. and allied 
campaigns. New sources of information derived from social media, the Internet of Things (IoT) 
and advanced data analytical methods must be integrated with conventional intelligence to 
effectively prosecute Gray Zone information operations. The information needs to prosecute an 
information campaign are different than those required for conventional military operations. 
 
The Study emphasizes the need to accelerate the collection and exploitation of open source 
information and apply this information to cyber information campaigns for supporting and 
waging constrained military operations.  
 
The Study also found that The DoD needs to determine the enabling capabilities, or toolbox, 
necessary to prosecute constrained military campaigns. The ability to control escalation is an 
important consideration. The toolbox will need to include tools that are flexible and reversible. 
As has been done in the past, clandestine, covert, and deniable tools are important in the Gray 
Zone as the U.S. and its partners often bring differing societal policy restrictions to such 
operations. Therefore, building partner capacity should be emphasized since working in concert 
with partners has proven to be more effective than the U.S. operating alone. The Study found 
that many capabilities exist and are ready for procurement. Achieving coordinated interagency 
and allied effects is a difficult and important determinant of success and the creation of 
playbooks by the DoD Strategic Options Task Force that shape this activity will assist in 
achieving this required coordination. 
 
The Study believes that all the recommendations contained in this report are important for 
ensuring the Department is capable of effectively responding to constrained military 
operations.  
 
 
 
 
 
 
Mr. Vincent Vitto General Michael Carns, USAF, Retired 
Study Co-Chair Study Co-Chair 
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