Research & Development
Strategy for the 1990s

Executive Summary of Defense
Science Board 1990 Summer Study

Office of the Secretary of Defense
Washington, D.C. 20301-3140




This document cleared for publication

By
Directorate for Freedom of Information and Security Review
Office of the Assistant Secretary of Defense (Public Affairs)

THIS REPORT IS A PRODUCT OF THE DEFENSE SCIENCE BOARD (DSB).
THE DSB IS A FEDERAL ADVISORY COMMITTEE ESTABLISHED TO
PROVIDE INDEPENDENT ADVICE TO THE SECRETARY OF DEFENSE.
STATEMENTS, OPINIONS, RECOMMENDATIONS, AND CONCLUSIONS IN
THIS REPORT DO NOT NECESSARILY REPRESENT THE OFFICIAL
POSITION OF THE DEPARTMENT OF DEFENSE.



OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, D.C. 20301-3140

DEFENSE SCIENCE
BOARD

MEMORANDUM FOR THE SECRETARY OF DEFENSE
DEPUTY SECRETARY OF DEFENSE
UNDER SECRETARY OF DEFENSE (ACQUISITION)

SUBJECT:  Executive Summary of Defense Science Board 1990 Summer Study on
“Research & Development Strategy for the 1990's”

We are pleased to submit the Executive Summary of the Defense Science Board 1990
Summer Study which we briefed to you on August 8, 1990. The Study was conducted to assist
the Department of Defense in defining an RDT&E Strategy responsive to future DoD objectives.
We appreciate the confidence you displayed in the Board by charging us with this important and
challenging task and we believe our product is responsive to your tasking, In order to assist
DoD planning to cope with future uncertainties in a changing World, the report recommends
new regional planning scenarios, suggests changes in our intelligence capabilities, emphasizes
high leverage strategic and tactical capabilities that should be acquired, identifies high leverage
technologies, and emphasizes the need for a new manufacturing strategy and the importance
of the associated processes. Needed changes to technology transfer policies are
recommended. The Board found that DoD efforts to attract and retain the high quality human
resources, especially the civilians and Presidential Appointees to whom we entrust our R&D
program, need a higher level of management attention, equal to the emphasis we now place on
managing our fiscal resources.

It is likely that the hardest part of the Study lies ahead... selecting those recommendations
or variations which are viable and critical to achieving your goals and then developing the
implementation plan. That is now under way and we’ll continue to help.

If you desire further dialogue, we are available toassist as necessary.

,,g%.@%ﬁ;

John S. Foster, Jr.
Chairman

RDT&E Strategy Integration /4 % Zf

Norman R. Augustine

Scenarios & Intelligence W
William J. Robert . Hermann
(:M

Strategic & C3 am&mm—
ames- R. Burnett Stephen J. Lukasik
Tactical & C3 M._ a. %‘V‘/‘é‘/‘/ MQQM&

Charles A. Fowler David R. Heebner

Technology & Technology YR 10
Transfer Policy Ge}\?rgé H. f\eilmeier [Aaéques S. Gansler







TABLE OF CONTENTS

Preface . . . . . . . L L
Principd Recommendations . . . . . . . . . . . . . . L.
l. Key Findings . . . . . . . . . . . . . . . L0
Il. Scenarios and Intelligence . . . . . . . ... Lo o000 L
1. Globad Trends Coe e e e
2. Principd  Judgments Regarding Scenarios . . . . . . . . . . ..
3. Quditative Changes to Military Forces . . . . . . . . . . . ..
4. Principd Judgments Regarding Nationd Intelligence Needs
in the New World Environment . . . . . . . .. .. .. ..
[I. Strategic Forces and Supporting C3 . . . . . . . . . ...

Noo AwNE

Tacticd Forces and Supporting C3

WoOeNo, N

10.

Strategic Vison . . . . . L L L Lo
Bdligic Missle Forces . . . . . . . . ..o oL
Air Bregthing Sysgems . . . . . . . . . . . ..o

Strategic Defense

Strategic C3 . .
Wesgpons Production .

Potertidl Cost SAVINGS .« - - . o o e e e

Future Ervironment . . . . . . . . . L. L L L.
Countering the Third World Environment . . . . . . . . . . .
ClossInDefense of Ships . . . . . . . . . . . . . .. ..

Munitions

Stealth - A Special CONCEDt + + + + o

More Capable/Deployable Forces -- Rapid Deployment and Lift

Lightening the Forces . . . . . . . . . . . . . . . . .. ..
Defense of Deployed Forces . . . . . . . . . . . . . . ..
Armor/Anti-Armor . . . . . . . o

Traning
ASW

Potertidl Cost SAVinGS -« .+« .« o o

10
11
12
12

13
13
14

16

16
16
17
17
18
18
18
19
19
20
20
21



V. Technology and Technology Trandfer . . . . . . . . . . . . . . .. 22

1. DoD Technology Invesment Strategy Process . . . . . . . . . . 22
2. Wesknessessof Current Process . . . . . . . . . . ... ... 22
3. OSD Managemeant of the Science and Technology Program . . . . . 23
4, Crticdl Techndogies . . . . . . . . . . . . . ... .... 25
5. Process and Manufecturing Technologies . . . . . . . . . . . . 30
6. Technologicd Surprise and Paradigm Shifts . . . . . . . . . . . 31
7. Leveraging the Commerdd Indudrid Base . . . . . . . . . . . 32
8. Crticdl Defense Indudtries . . . . . . . . . . . .. ... .. 3
9. Tednology Trander Policy . . . . . . . . . . . . .. ... 34
A. Munitions Licensss . . . . ... L L. 35
B. Third Country MunitionsRe-Transfer  Policy . . . . . . . 36
C.  Pdifetion . . . . ... ..., 36
D. DoD Orgenizdion of Intendtiond Activites . . . . . . . . 37
VI.  An R&D Invesment Strategy for the 1990s . . . . . . . . . ... .. 33
1 TheSraegy . . . . . . . . . . .. ... 38
2. Chdlenges . . . . . . . . . . . .. ... 38
3. Sx-Point Strategy . . . . . .. L L L 39
A. Breskthrough Techrmology . . . . . . . . . . . . . .. 39
B. Manline Devdopment . . . . . . . . . . L. 39
C. Fastrack Inigive . . . . . . . . . . . . ... ... 40
D. Technology Insation . . . . . . . . . . . ... ... 41
E. Commedd Hamonizetion . . . . . . . . . . .. .. 42
F. Low-Quantity Production . . . . . . . . . . . . . .. 42
3. Funding the R&D Strategy . . . . . . . . . . . . . . .. .. 12
VIl. Qudity People - A Common Theme . . . . . . . . .. .. .. ... 43
Vill. DSB Summe Sudy Recommendations . . . . . . . . . . ... ... 46
1. Scenarios and Intelligence . . . . . . . L L L L L. 46
2. Strategic Forces and Supporting C3 . . . . . L L L L L L L L 47
3. Tactical and SupportingC3. . . . . .. ... ... ... ..., . 49
4, Tedhnology Recommendations . . . . . . . . . . . . . . .. 50
5. Technology Trander Recommenddtions . . . . . . . . . . . . 51
6. Invesment Strategy Options . . . . . . . . . . . . . .. .. 52



PREFACE

The Defense Science Board 1990 Summer Study met in response to a charge from the
Secretary of Defense to consider “what should be the DoD’s technology strategy and thrust

in the 1990s to meet the chalenges of the next two decades” The study was organized
into five task forces:

Scenarios and Intdlligence
Strategic Forces and Supporting C3
Tacticd Forces and Supporting C3

Technology and Technology Transfer
Steering and Integration.

The study methodology deliberately built in a degree of overlap in the scope of each
task force, s0 as to ensure that important issues were considered from severd points of
view. The steering and integration group ensured that these perspectives were shared

among dl the participants.

This executive summary presents the mgor findings and recommendations of the
summer sudy, and is organized as follows:

Principd Recommendations of the Summer Study;

Kev Findings is a summary of the mgor issues developed by the Task Forces in
light of the future world environmert;

+ Task Force findings are an executive levd summary of the individua Task Force
reports. These reports will be separately issued in their entirety and should be
consulted for detailed findings and recommendations,

Task Force recommendations have been organized in priority order by Task
Force.



PRINCIPAL RECOMMENDATIONS

1. Egablish a “CEQO” for technology, with the responghility to develop and implement an
R&D srategy that responds to a future characterized by Power budgets, fewer opportunities
for new gtarts, and more uncertainty about future adversaries.

a. Edablish a fag-track initiative with the intent of: 1) making many more fielclable
component and system prototypes available quickly to simulate real world use and

feedback, and 2) retaining criticd design teams that would otherwise be logt with
fewer new darts

Identify a few candidate sysems and assgn a single individud to establish the
fast-track process.

b. Place specid emphasis on technology insertion to upgrade performance and keep
old platforms current:

Ensure that acquisition regulations give preference to upgrades of existing
platformgmgor systems.

Require demondration of breakthroughvlesp-frog capability (primarily from
prior fiddable prototypes) before approving mgor syssem new garts.

c. Mantan our ability to generate new technology:

Implement a scenario based methodology to objectively alocate funds to core
and critical technologies,

Assure needed S&T funding, including IR&D.
d. Exploit civil technology for defense purposes.

Remove barriers to the DoD use of off-the-shdf civilian technology and
advocate its use;

Edtablish criteria for identification of critical defense industry technologies and
develop dtrategies to preserve access to them.

e. Deveop the means to produce smdl quantities of hardware efficiently, while
preserving surge potentid:

Identify severd prototype initiatives, and assign responghility;

Increase the resources and management attention devoted to manufacturing
technology, and encourage the use of IR&D resources in this area.



2. Recognize the Sgnificance of stedlth/counterstealth technology as one of the magor
breekthroughs of this quarter century:

Take full advantage of low observable technology and make modifications
where possible to give our forces both offensve and defensive edges,

Give high priority to counterdedth in view of the proliferation of low
observable technology.

3. Ease of deployability should be a mgor criterion for dl tactica systems:

Demondration of sysenvlift compatibility should be mandatory, and highly
capable light forces should be developed to complement heavy forces.

4. Re-orient strategic programs and continue force modernization to meet the chalenge of
the restructured world-numericaly reduced US/Soviet forces, increasing Third World
nuclear threat:

Create more flexibility in planning the use of drategic forces,

« Maintain the triad for the foreseegble future but with a sngle RV slo-based
replacement for Minuteman Il (preserve R&D options for a mobile ICBM);

+ Develop a drategic defenses option effective againgt small attacks (tens of
warheads), and seek dlied participation;

+ Develop new nuclear wegpons that are safe and reliable in a low or no-test
environment.

5. Reprioritize intelligence needs and resources guided by the following principles
srengthening the ability to provide worldwide inteligence; and, seeking more efficiency
and productivity in the worldwide intdligence workforce.

Use of an integrated military-civilian intelligence “reserve force”
6. The Department of Defense should initiate policies to attract and retain

the most capable people available to provide the underpinnings for the
above recommendations.






|. Key Findings

New World Emerging. The changes now occurring in the world are the mogt
fundamenta to occur since the end of World War 11. Planning for the next severd decades
must proceed on the bads of “new thinking” reflecting these globd trends

The cdllgose of communism and turning inward of the Soviet Union;

An inceeangly multipolar security  environmert;

Economic/indudrid  reordering, leading to shifting alegiances

The perception of a dedining threat driving dedining defense budgets, yet -
Pergding regiond conflicts more lethd then in the ped.

Alternative futures should drive defense planning - not a angle “likdy” scenario.

Higoric Opportunity to Plan for Most Likely Cases. This “new world’
represents a major chdlenge deding with grester unoartainty with fewer resources. But it
also represents an higoric opportunity: to shgpe our future cgpahilities to ded with the
most likdy future Stuations - regiond conflicts - and to ded with the possble future re-
emergence of a Soviet threast by establishing the potentia for reconditution of capability.

Intdligegnce Community Mus Change. The new world presents a mgor
chdlenge to the inteligence community. There is clearly a need to reprioritize our
collection capability and andyss to reflect changed globd trends This in turn presents the
opportunity to resructure the community to make it more effective and efidet. The
changes needed are so fundamenta that an extreordinary dructurd chenge and management
effort will be required.

. Sow/Refocus Nuclear Modernization. Strategic force levds will dedine
sharply in the next two decades (perhaps to 3 - 4000 U.S/ Soviet warheeds by the year

2010). The Triad and a highly robust srategic C3 sysem will be nesded for the indefinite
future, but the pace of modernization can be dowed subgantialy. The reduced warhead
levels makes silo basng more viable, and will dlow land-based mohility concepts to be
kept as R&D options. Future nudear warhead desgns should emphasize gredlly enhanced
safety and reiability - looking towards a potentia no-test environment. A critica problem
will be the presarvation of the R&D base and key nudear desgn teams. Even here, there is
an higoric opportunity to restructure the DoE nuclear weapons complex to reflect reduced
future needs, but this will reguire continuing high leve DoD involvement.

. Need for Light Strategic Defense. The progpect of growth in third world nudeer
weapons (10's of weapons possessed by up to ten countries) and delivery sysems cdls for
a new concept of “defensive deterrence.” Reduced offengve forces should be baanced
with an effective defense againg light attack. A multinationd gpproach with U.S. space-
based sensors providing targeting data for dlied ground-based interceptors is a concept that
makes sense in the new world.



Third World Threats Should Drive Tactical Forces R&D. Tactica Forces
development must now focus on Third World trends, which reflect increasing proliferation
of high technology capabilities such as. low observables, IR SAM’s, advanced armor, and

even sophigticated C3I. Because proliferation is occurring  widely, the specific theater of
likdy tacticd force employment is growing more ambiguous and future forces must be
highly flexible and adaptable. Among the most important tactical cgpability enhancements
needed are:

- Survelllance (regiond, to locd commanders, continuous, red time);

- Capabilities to conduct precision srikes a long range with no collaterd damage and
no losses,

- Grealy improved force defenses (especidly for ships againg IR threets);

- Rapidly deployable forces that are also highly capable on arrivd againgt
sophigticated thrests;

- ASW to ded with Third World submarines;

- Less manpower intensve, more reiable and less logidicdly demanding systems,

- Anti-tacticd bdligic missle capability.

. Sealth /Countergealth Critical. Low observable technology is the mgor
development of this quarter century. The spectrum of stedth technology can and should be
widdy agpplied, through retrofit as wel as new sysems. Counterstedth (againgt
proliferating low observable air vehices) is an urgent requirement in the coming decade.

. Different Technology Invesment Strategy Needed. An investment
methodology can and should be developed that systematically ties military needs to
cgpabilities, and capability inventories to resources. The methodology must baance
invesments in critica technologies that offer breskthrough potentias, core technologies
which underpin our existing capabilities and manufacturing/process technologies.
Implementation will require mgor management changes in the OSD, services, and JCS.

Revamp Technology Trander. Mgor changes are needed in technology transfer
policies and its management with the objective of providing stronger controls over a much
sndler lig and incorporating third world proliferation concerns. Changes in globa
economic interdependence cal for a new approach to assuring access to critica technology,
with increased focus on the uncertain future as the Soviet Union and Warsaw Pact threat
recedes.

DoD Mug Act to Assure Technological Edge. An uncertan future implies the
need for an even larger menu of R&D options, which cdls for protecting science and
technology base funding, induding IR&D, even as budgets decline. In addition to
dreamlining the current acquisition process (which is focused on mgor sysems), DoD dso
needs new gpproaches to get technology into the field and preserve key design teams in the
face of fewer new garts and an aging inventory. The commercid sector must be
increesingly relied upon as a source of technology which can be aided by specific actions to
remove bariers to civil/ military integration, and as the primary base for manufacturing
asurge. A new R&D invesment drategy is needed.



II. Scenarios and Intdligence Task Force
1. Global Trends

All of the Task Forces, ather indgpendently or through interaction with the scenario
task force, used the following as their main premises to deveop and expand their task force
findings and recommendaions

. The grinkage of the externd empire of the Soviet Union, espeddly in Eagtern Europe,
has profoundly eased world tensdons and changed the nature of European security
problems The implogon of the internd empire of the Sovigt Union promisess to keep
Soviet leaders preoccupied for some time to come, but dso holds the seeds of other futures
that would have negaive security consequences for the Wes,

Partly rdaed to the collgpse of communiam is the shift from a bipolar to a multi-polar
security environment in which the rdaive influence of the United States is decreased, U.S
dlies increesingly are pursuing polidies independent of those of the United States, and
€conomiC concans are recaving higher priority rdative to military concarns. A mgor
atribute of the greetly increased sdience of economics is the reordering of trade and
indudrid shares among nations and the srong degree of globd economic interdegpendence.
At the same time, economic rdaionships are likdy to become an increesng source of
political tenson and perhaps even corflict among nations.

. Asarealt of reduced tendons and greater demands of nonmilitary problems, many of
the world's mgor powers, induding the United States and the Soviet Union, are reducing

their military forces The Eagt and Wes are continuing to pursie arms control agreaments
to codify these reductions and to make the evolution of the traditiond security threets more
predictable and sfe.

. At the same time, a growing number of amdl and medium powers is acquiring highly
capable wegpon sysems. Many of these lesser powers have leaders and politicdl sysems
that are ungable, with less rductance to use CW/BW and perhaps even nudear wegpons.
Consequently, the likelihood of chdlenges to Western security interests from these wll-
amed lessr powers may increese.

Many naions are increesing the priority they accord to improving the globd
environment. This trend may reduce the resources available for defense in the Western
nations and could aso be a source of discord among nations.

Findly, the implosion of the Soviet Union may actudly reease age-old ethnic,
rdigious, and nationdidtic tensons. Regiond conflicts are certain to persd, potentidly a
an increasng levd of lethdity.



2. Principal Judgments Regarding Scenarios

The scenario task force developed a methodology for cheracterizing future dtemnéive
worlds by atempting to portray mogt likely events and then worst and best case scenarios
from the mogt likdy. The methodology diagrams have been induded to give the reeder a
flavor for the work that went into developing them. The fallowing paragraphs tdk to the

mgor judgments meade by the scenario task force
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The basdine scenario for the Soviet Union projects Soviet and Warsaw Pact capatiilities
for large scde conventiond aggresson in Europe thet are sructurdly weskened beyond
near-term repar (see figure 1). This judgment results from (@) completed and pending
Soviet conventiond force reductions. (b) the collgpse of the Warsaw Pact as a coherent
military organization; (C) the eroding cohesveness of Soviet sodety, a cohesveness that
would be necessary to support mgor and sustained belligerent action; and (d) the poor
prospects for the Soviet economy, and the resulting pressure on Soviet defense
expenditures and defense indudrid base

In the basdine scenario for Soviet evalution, the USSR deveops over time into a
plurdigic date with a grong, modem economy. The mgor uncartainty in this scenario is
the foreign policy tendencies of this recondtituted future Superpower+ooperdive with
U.S interests or newly assartive In one excurson from the basdine scenario, the Soviet
Union revets to authoritarianiam. The prindpd uncartainties in this scenaio are the
foreign palicy propensties of the regime (inwardly preoccupied and adverse to foreign
adventures, or newly assartive and hogtile) and the economic prospects of an entirdy or
largdy command economy. In a sscond excurdon from the basdine scenario, the USSR
digntegrates interndly into a number of necessarily wesker dates

All three scenarios of Soviet evolution project a period of decreased Soviet convertiond
capabilities. In dl three scenarios, recondtitution of the cold war leve of the Soviet
conventiond threaet could not occur soon, and dl three would present comparable levels of
wamning and reection time to the United States.

In the area of nudear forces, Soviet cgpablities are largely unchanged. In fact, Soviet
drategic forces are undergoing modernization and, in land bassd missles a shift to mobile
besng. Soviet forces will be reduced by START and, further in the future, by a possible
START |l agreament, but ther srategic capabilities will nat be quditaivey dtered. The
likdihood of nudear war, on the other hand, has decreased for two reasons. Frg, the
Soviet Union gppears to have moderated its aggressve intentions, to have st in motion an
internd process of demilitarization, and to be showing a greater avareness of its gake in
the internationd gatus quo. Second, the diminished progpects for large scde conventiond
wa in Europe diminate the mogt likdy path to U.S-Soviet nudear war.

There is a growing likdihood thet the United States and the Soviet Union will find ther
interests converging in scenaios of interest, eg., in redion to the proliferation of
sophidticated wegpons around the world. This evolution opens up a new doman of
opportunity for U.S-Soviet security cooperation.



[« Soviet forces out

A number of non-Soviet superpower threats involving Western Europe, Jgpan, Ching,
or India can be imagined for the far-term future, but in each case a lengthy evolution would
be required for the threet to emerge, during which the United States could recongtitute a
large standing conventiond force. For Europe, the necessary evolution would be largely
politicd; for Japan, politicd and military; and for China and India, economic and military
(see Figures 2 and 3).

Figure 2: Excursions - Europe
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E. European
Conflict

In virtudly every region of the globe, contingencies can be identified that might call for
U.S. military action in the near term, though on a scae much smdler than the cold war
Soviet threst. These contingencies include farly large interventions on behaf of important
American interests or dlies (e.g., countering an Iragi invasion of Saudi Arabia or a North
Korean attack on South Korea), regiond wars that do not involve American interests
directly but that would command American attention because of the possible use of nuclear
wegpons or other wegpons of mass destruction (e.g., an India-Pakistan war), limited

“police actions,” special operations, and operations related to drugs, terrorism, or the
taking of American hostages.

None of these near term, lesser contingencies are as demanding of U.S. military
capabilities as the cold war Soviet threat to Europe. And though none are demongtrably



more likely than the others, collectively they amount to a near certainty of U.S. military
action in coming years.

If such conflicts occur, however, they are less likely to draw in the superpowers and
thereby to escalate.

Figure 3: Excursions - Asia-Pacific Region
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The near term scenarios cannot be treated as “lesser included cases’ for two reasons.
fird, the United States will not be maintaining the level of defense spending or the large
forces-in-being that have characterized the cold war, second, contingencies of this sort will

increesngly exhibit new features that place new demands and congtraints on the application
of U.S. military power, among them:

Time




proliferation of high-technology wespons, including nuclear, chemicd, and
biologicd wegpons, balisic missles, diesd submarines, and modem anti-air and
anti-s hip weapons,

absent or uncertain regiond dliance structures,

reduced U.S. overseas basing sructure;

dringent limitations on the amount of force considered mordly and politicaly
acceptable.

3. Qualitative Changes to Military Forces

From the organization of scenarios into two rather distinct categories emerge three
implications for defense planning. These implications in turn affect dl four parts of the
defense establishment: drategic forces, tacticd forces, the intelligence system, and the
technology/indudtrial base. The following sections apply these observations to the nationd
intdligence sysem and to the technology/industrial base.

Fird, active U.S. forces will be sgnificantly reduced in sze. This is required by the
decreases in the DoD budget that dready are underway and is permitted by the decline in
the Soviet and Warsaw Pact thrests.

Second, DoD needs to build more flexibility into those forces that remain because of the
diverse nature of the growing threst associated with small and medium powers. Thus a
qualitative restructuring will need to accompany a reduction in sze of U.S. forces. Some
crises and wars may occur in areas remote from U.S. bases, so our forces must be able to
operate a greater distances from those bases and to sustain such operations. Regiond
crises and wars can erupt with little warning, so our forces must be flexible enough to
move quickly to geographicdly diverse areas. We must be able to operate effectively
agang lesser powers amed with modem tactical wegpons, air defenses, submarines, and
cruise missiles. Some of these potential adversaries now have chemicad weapons, some ae
acquiring baligic missles, and some will have nuclear weagpons in the future. An dert
intelligence system with globa reach and technological superiority for U.S. forces
everywhere will be needed. This is particularly important with regard to battlefield

aurvellance cgpability.

The third important implication of the changing security environment is that the United
States mugt build a strong reserve in its military forces, its technology base, and its
production base. This reserve is needed to dlow us to fidd a larger active military force
within a period of time that is consstent with the lead times from the first clear indication
that a substantidly increased threat to U.S. interests is emerging until that threat reaches
fruition. The resarve must hedge againgt severd kinds of future threat increases. a
recondtitution of a Soviet capability for large-scde conventional aggresson (probably not
before the turn of the century); the emergence of another superpower threat to U.S.
interests (Jgpan and Germany are the only possbilities before the turn of the century); and
regiona powers (eg., China) or coditions of regiond powers tha in time could develop
into a mgor military threet to U.S. interests.



4. Principal Judgments Regarding National Intelligence Needs in the New
World Environment

The fallowing are the prindpd judgments deveoped by the intdligence working group
and are the cornerdone for the intelfigence recommendations made by the task force

A. The breedth of intdligence coverage and the qudity of intdligence products mus
rise to meet the neaeds of U.S. palicymakers in an uncertain world.

B. Itisnot dear tha there will be an intdligence “peece dividend” resulting in a
reduction in requirements for intel(l)igewoe products rdated to the Soviet Union. It is dear
thet the need has decreased for products related to Soviet and Warsaw Pact conventiondl
forces. But three countervailing tendendes offset this potentid intelligence peece dividend:

The volatile paliticd and economic Studion in the Soviet Union s leading to
increesing demands by nationdl sewritytfoliwmd(ers for current intelligence
and projections for this area of the worl

Future arms control agreaments if carried to completion, will likely place
dringent new demands on the intdligence community for monitoring.

There are danding netiond intdligence reguirements to attempt to hold Soviet
nudear forces a risk. Monitoring mobile missile forces places a heavy load on

the intdligence sysem.

C. At the same time, intdligence neads for the rest of the world will continue to
increese dgnificantly. These increesing nesds indude

» Information about acquistion of advanced wegpons by third countries, and
indications and warning about ther possble use

« Support for counter-terrorism, counter-narcatics, counter-intdligence, and
specd militay operaions

+ Pdliticd, economic, and military information about an incressing number of
netions,

«  Continued intdligence support to the DoD acquigtion process and to ongoing
militay operaions.

D. It is ds0 dear that new budgetary and human resources will not be avalable to
sify these new requirements

E There are four ways to dose the gap between intdligence requirements and
available resources:

Egablish greater (eg. economics) and lesser intelligence priorities and reduce
or diminae work on the lessr priarities resructuring the intdligence
community  accordingly;

Accept higher near-term risks assodiated with thinner or less timey coverage of
moderae priority intdligence targets

]Ic\/lake more efficdent use of dallars and people with gregter rdiance on resarve
Orces.

Recruit only the very best people.



I11. Strategic Forces and Supporting C3 Task Force
1. Strategic Vision

The Strategic Forces Task Force commenced thar work by defining a drategic vison
for the 1990's and beyond (Fgure 4). Following START, the red warhead count will be
reduced. Subsequent agreaments will reduce this levd further. Because the START
process goplies equdly, this will dso be the dlowed levd of Soviet warheads.

Figure 4. Strategic Vision
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Deter the “undeterred” through an
effective light defense.

To hedge againgt uncertainty, our retdiatory capability is maintained as a Triad. We
mantain this retdiatory capability by replacing plaiforms and systems a the end of ther
savice life. This is, however, not a one-for-one replacement since over the typicaly 30-
year life of a drategic system, the defendve environment (eg., ar defense), targets (eg.,
mohility), technica options (e.g., Stedth), numerica limits (eg., ams control), and
avalade resources change. This aspect of drategic thinking is conventiond. It is labeed
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“offensive deterrence” and the drategic forces 0 assigned are for the purpose of deterring
our comparable superpower adversary, the USSR,

Centrd to this draegic vison, is the idea that the future will bring a number of new
nuclear powers who will possess nat only nudear wegpons, but the means to ddiver them
to intermediate and even longer range. These new nudear powers are expected to have
rdaively amdl inventories on the order of 10s of warheads, they are likdly to acquire
wegpons for the pedific purpose of deterring other new nudear nations who are tharr
regiond enemies; and, mogd importantly, they may be "undeterrable’ by virtue of thar
potentidly irrationd behavior. They could, for example, a sometime in the future thresten
the U.S. It is this premise thet provides the most serious concern.

For these naions, the large U.S. (and USSR) wegpon cgpabilities may not be adequate
to deter, nor isit credible to believe that the U.S. would annihilate a smdl nation thet
launched a limited atack on U.S. assats. For these nations we add a new component of
deterrence, “defensive deterrence.” We deter these atacks by building a light defense
capable of effectivdy neutrdizing 10's of RV’s

This light defense is a reactive defense, and a hedge thet may not be needed until the
ealy 21s century. How extendve it is depends on the degree of nudear proliferation, the
sizes of the wegpon inventories of new nudear nations, and the sophigtication of delivery
sysems.

2. Badlistic Missile Forces

Planning for the drategic nudear forces has aways emphasized the diversty provided
by the Triad. Three basing modes -- SSBNs hidden & sea on dert, ICBMs in hardened
silos (and projected mobile basing) on high dert and bombers on high dert -- contribute to
this diversty. Bdligic and aerodynamic means of ddivery and a range of wegpon types
aso contribute, and ensure a retdiaion of unacceptable consequences if we are attacked.

The ICBMs traditiondly have provided important, and in some cases unique,
capabilities to the Triad, for example high dert raes low operaing and support codts,
robust connectivity to and from the naiond command autharity, prompt and highly
accurate retdiation capability and sdective response options. Being sovereignly based,
they necessitate a massve nudear assault agang the American homdand They have short
times of flight and are virtualy certain to reach their targets againgt current defenses.

Considered smply as missles, S_.BMs have similar characterigtics to ICBMs with
respect to time of flight and assured target pendtration. As long as submarine security is
preserved, the SLBMs provide clear and unequivoca deterrence within the Triad. As long
as the SLBMs are less vulnerable to attack, they place the U.S. under little “use or lose”
pressure, thereby increasing politica response time and increasing the chances of avoiding
nuclear conflict.
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A fird imperative is to preserve the efectiveness of an aging force while improving its
capabilities and cog-effectiveness in the face of both dedining resources and possble
technologicd or quditative threat enhancements. Improved payload capabiilities are
required to place the entire spectrum of targets a risk. The Soviets continue to move to
buried, rdocatable, and maobile forces We mugt dso maintain a technology and production
base which protects options for system upgrades and ultimate system replacements. At the
same time, we need to assure that response options are avaladle for a range of dterndive
futures.

With the current desire to move toward sngle RV missles and the future posshility of
a deep reduction in RV number, ICBM basng modes previoudy conddered to be
inadequately survivable or afordable, such as fixed slos, become much more atractive.
Also, mobile missles can be meade survivable in extremdy amdl deployment aress if
hardened sufficiently, and if random movement is employed survivd is independent of
tacticd wamning.

In contemplation of sgnificant future baligic missle reductions, it remans clear that a
minimum sze flest of SSBNs is necessary to ensure confidence in the survivability of the
SLBM force. We mugt dso continue an extremdy aggressive SSBN security program
with appropriate technica and operationd follow through.

3. Air Breathing Systems

The mgor stedth programs are essantid for two reasons. fird, to provide confident
penetration in the face of the relentless increese in modem air defenses, both in the Soviet
Union and other emerging well amed smdler ndtions, and second, to provide confident
penetration in a manner that corrects mgor defidendes of current arcraft in range,
flexibility of weapon deivery and on-scene target sdection and vdidation. Only
penetration based on stedth can do this These quditative characteritics are the
distinguishing features of drategic arcraft, and dlow them to be useful across a wide
spectrum of deterrence and combat Stuaions This indudes conventiond  campagns
agang well-amed gmdler nations, a growing security threat

4. Strategic Defenses

We recommend that the SDIO prepare for Presidentia decison the option(s) for an
effective defense of the U.S. andlor its dlies agang amdl atacks (10s of RV’s). Such an
option(s) should have the dearly defined objective of defeating such attacks and,
secondarily, to discourage some larger dtacks by virtue of its preferentid defense
attributes. Several options would be: should SDI funding be further reduced, it would be
necessary to make this option the basdine with Phase 1 representing the growth potentid.
Or, should SDI funding be further decreased, the program should pursue deployment of
the light option vice across the board SDI.
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To enable any deployment decison the pardld ar defense option should be
understood. Accordingly, we would recommend the ddfinition of an ar bresthing defense
architecture that handles the corresponding bomber atack and closes off the "free ride’ that
the absence of ar defense implies The mogt difficult technicd prablem remans the
detection of low obsarvable missles and this is where ar defense inititive (ADI) RDT&E
assets should be concentrated.

One architecture that should be consdered under the above accommodation should
indlude the provison of a U.S. space sensor system which would provide to the U.S. ad
its dlies survellance and discrimination data to permit the use of thar own or exported
ground-based interceptors for kill.

5. Strategic C3

The completion of draiegic C3 modamization by deploying a minimd MILSTAR
condelation, the arborne very low frequency NCA-to-forces sysem, and the Defense
Satdlite Program (DSP) upgrades for data dissemination will dlow a red reduction in
backup systems without losng fundamenta capeblity. Particular atention should be given
to communications sysems and arborne command pogts usad for line-of-9ght relay
communications.

With budgets shrinking in the future, we should invest R&D to reduce the ownership
costs of minimum essantid cgpabilities, such as tadticd warning, indead of only inveding
R&D for improved capability. A good example is to have the next “Ealy Warning
Satdlite’ system competition consder the chegpest way to provide existing DSP data,
rather than stretching for additiona data from space-based IR sensors in the same
competition. This gpproach could free up funds in the future for other missons A
follow-on could condgder the minimum cost pre-impact attack assessment system as well,
taking into account the data to be provided by the sdected DSP replacement.  If, as aresult
of such a competition a Boost Surveillance Tracking System (BSTS) solution were the
most cogt effective, it clearly could be used to further minimize the cost of the warning
system by providing dternative viewing geometries, etc. The result would be a high-low
capability mix. A smilar highlow mix for MILSTAR terminds should be congdered.

6. Weapons Production

The problems of the Weapons Production Complex are about to effect the operationa
forces. The shutdown of the Rocky Hats facility prevents any new wesgpons from being
produced.

The aging reectors of the production complex at Savannah River have forced the
suspension of Tritium and Plutonium production, essentid materids for dmost al of our

weapons.
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While the aging of the complex is the fundamentd cause of these troubles, safety
worries have grestly complicated the problem. Safety issues have dso been uncovered in
the stockpile, resulting in several changes. Short term cures appear possible, but the time
for restart is uncertain and in any case long term fixes are needed, particularly a new
Tri tium production reactor.

Public averson of nuclear wegpons, an impresson they are no longer needed, low
testing levels, budget reductions, etc., ac affecting the wegpons design daffs so that there
may be a danger of losing the nation’s competence in wegpons technology. The same
trends could aso degrade the competence of the nuclear wegpon effects community. The
recent reduction in grade of the position of the Director of DNA cannot help this matter.
Also the new charter of the Office of the Assstant to the Secretary of Defense for Atomic
Energy has broadened the scope of the office to non-nuclear matters while reducing his
authority in nuclear wegpons matters.

A complete test ban or even a severe limitation on testing will cause a thregt to the
continuing viability of the stockpile. Unforeseen problems such as the present worries
over the safety of some stockpile weapons will persst. Without testing, the necessary
changes will increase the uncertainties about the rdiability of the wegpons. Nevertheless,
the pressure for further redrictions of testing and for a comprehensive test ban (CTB)
remain.

7. Potential Cost Savings

With the implementation of START agreements, the number of strategic
platforms will decrease. This will have implications for cost reductions across the board.
As sysems are taken off line and replaced by modernized versons, eg., MM I, their
operating and support (O&S) codts will reduce, eventudly going to zero. START will
reduce the planned number of TRIDENT hulls procured, with corresponding reductions in
0&S.

A recommendation of this study is that, for cost reasons, ICBM's continue to be dlo-
based. This will save the costs of rail garrison basing of PEACEKEEPER as wel as the
mobile deployment of the SICBM. However, R&D should be continued to protect
mobility options for these systems.

Savingsin 0&S for the airbreathers is possble in a number of ways. Low
reliability equipment can be taken off-line if it does not compromise the basic misson.
With R&D such equipment can be replaced by more rdiable versons. Flying time can be
reduced in the short run, with more dependence placed on smulators.

If unexpended FY 89-91 R&D money in compartmented dealth programs is
managed more centrally, it is believed that some savings can be redlized. One esimate is
that such savings could amount to as much as $2B out of 0B in this category.
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Should a light missle defense program be developed, as suggested in this sudy, its
cods could possbly be reduced if it were done on a multinational basis. Snce a
number of nations could find themsdves so thregtened, the potentid for such a
devdlopment is not unreesonadle.

If MILSTAR is deployed, a number of current backup systems become redundant
and should be conddered for dimination.
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IV. Tactical Forces and Supporting C3 Task Force
1. Future Environment

The proliferation of military technology to the Third World means, in essence, that
corflict in the Third World is no longer synonymous with low intengty conflict. U.S.
contingency forces could be faced by the full spectrum of threat, not only in the case of

munitions and wegpons systems, but dso in cd sysems. Even if Third World nations do
not have indigenous space capabilities, they can buy access to western or Soviet

cgpabilities. In addition, saverd are pursuing nuclear, chemica and biologica wesgpon
R&D.

The RDT&E drategy proposed for tactical forces is oriented toward countering the
emerging Third World threats and the proliferation of sophiticated wegpons to developing
nations. With the advent of reduced budgets and manpower, the strategy recognizes the
need to create a leaner, more capable, and deployable force possessing the lethdity and
survivability to conduct successful military operations. These forces must be equipped
with advanced technologies that enhance individua as well as unit performance a dl leves
of conflict. With the changing world Stuation, demands on intelligence sources to monitor
potential crises worldwide will increase s0 that nations can make reasoned decisons as to
commitment of military forces, sdected support units, and/or wegpon sysems. To
enhance survivability of the total force, use of stedth technologies must be incorporated
into land, sea, and air platforms and counterstedth capabilities must be incorporated into
wegpon systems to enhance effectiveness againgt low observable targets.

It is dso necessary to dreamline the requirements and acquisition processes to facilitate
rapid trangtion of emerging technologies into the force in an era of condrained resources.
Fieldable brassboards, in contrast to full scale engineering development (FSED), may
provide an effective means to tailor facilitation to requirements, to reduce overhead codts, to
better understand technologica risks, to reduce development costs, to vdidate operationd
need prior to production, to facilitate product improvements, and to minimize overal
procurement costs.

2. Countering the Third World Environment

When the political or military Stuation demands the removd of a particularly dangerous
threat or a very forceful warning, the use of a surgicd ar strike may be the best response.
Such an operation normdly requires misson accomplishment with minimum losses, and
the attackers must be able to get to and precisely identify the target, accurately ddiver
ordnance, and return to base safely. Technologies gpplicable to stedth, salf-protection,
navigation, sensors, etc., are important to misson success. If surgica drike is not a viable
option, the U.S. may support indigenous forces through ether inserting U.S. ar power or
providing modem aircraft and supporting equipment to the favored combatant.
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Infrarred guided ar-to-ar and surfaceto-air missle systems are dso avalade to any
nation desiring to procure these wegpon sysems. Many are of U.S. origin or have U.S.
technology incorporated as ubsysems. Although the U.S. has done much to counter
radar guided missle sysems basad on Soviet threets, counters to IR sysems have lagged
in  comperison.

With the proliferation of IR sysems to Third World nations, increesed emphess is
needed to counter these wegpons for survivahility of fixed and rotary wing arcreft.
However, with the acquistion of threet multi-mode sensors for AAM and SAM by hodile
netions, Sedth technology will play a mgor rale in countermessures to mitigate AAM ad

SAM dfectiveness.

Unmanned ar vehides (UAV) offer the varsility to conduct numerous high utility
militay missons such as battlefidd survallance, communications rday, target acquistion,
dectronic support meesures, and dectronic countermessures. The flexibility of UAVS
provides the opportunity to configure payloads for military utility that minimize the risk and
loss of manpower to conduct Smilar missons UAVS dso provide a unique cgpability to
penetrate defenses with minimd  political risk during increased tendons

Although a jaint program office is in place for devdoping UAVs for Sarvice use,
results to dete indicate that the existing process is unlikdy to produce satifactory results.
U.S. land forces have a critical need for UAVs.  Efforts to date have been fragmented and
dow. Lack of hands-on experience further degrades the opportunity to assess military
utility and support for UAVs  With the avallability of non-devdopmentd items (NDI) to
conduct testing and evauation and attendant contributions to combat effectiveness, early
acquidtion of NIX systemns should be implemented to assess UAV millitary utility and to
provide near term cgpability for U.S. land forces.

3. Close-In Defense of Ships

Sea kimming anti-ship missles and torpedoes are srious threets to surface ships
These wegpons have been acquired by many Third World countries and pose a mgor threat
to U.S forces in any future confrontetion. Furthermore, low observable sea skimmers
will soon be avalable to any source desiring to procure these wegpons.

Closin defense of surface ships is a mgor requirement to counter missile and torpedo
thrests. To be effective, ship defense requires regpongve bettle management systems and
integrated active and passve defense messures to indude decoys, active countermeasures,
reduced ship signatures/observables,  multi-gpectrd sensors, and active point defense
wegpon sysem (S). Current torpedo defense programs are progressing adequately  but
more neads to be done to counter current and future sea kimmer missles.

4. Munitions

When the European thester was the biggest concan, military planners tregied target sets
in a prioritized way and knew what set of wegpons should be usad to destroy the targets
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With the modernization of the Third World, target sets are now ill-defined, and change
markedly from country to country -- the old wegpons mixes no longer assure target kill.
Surveillance and target acquidition systems must now be capable of discovering and
pinpointing varying target sets with unusua configurations. Getting sted on the target in
such uncertain circumstances may be done with precison guided missles (PGM’s) usng
relatively unsophisticated stand-off delivery. Since PGM’s ddivered in this mode could
markedly reduce risks, it is important to fidd such munitions, even in smal quantities.

5. Stealth -- A Special Concept

About once every quarter century a technology appears that can redly make a
difference. “STEALTH” is just such a technology. Its application will reduce attrition --
thereby reducing the number of systems required in the inventory, and thus lessening totd
system costs. We dare not ignore the application of STEALTH techniques to al platforms
and fixed inddlaions, induding the observability of dl targeting sgnaures (IR, visud,
acoudtic, eectronic emissons [intentiona or otherwise], radar, ec.).

We mugt dso continue to build on our current cadre of skilled stedlth engineers and be
particularly adept at countering stedth. Our adversaries are applying stedth techniques to
their own sysems. Even Third World countries are gaining access to the technology and
will, for example, be able to purchase low observable anti-ship misslesWe must be able to
field sensors so sengtive that they can guide wegpons to a platform or wegpon that has
been designed to be dl but invisble to our current systems. Since low observable anti-ship
cruise missles are avalable to dmost any nation, an urgent requirement is close in defense
of ships.

6. More Capable/Deployable Forces -- Rapid Deployment and Lift

The impending reduction in U.S. forces in Europe, coupled with an overdl reduction
of active forces, and the inability to predict where the next military conflict will occur, al
contribute to a reduction in forward basing. As a result the ability to transport men and
materids quickly becomes increasingly important. In providing this capability, the desgn
of a lift sysem must accommodate the systems to be lifted -- and vice versa. It is just as
bad to design atank that can’t be lifted by current platforms, as to design an aircraft
incgpable of ddivering a current tank. Units must be configured and equipped for rgpid
deployment airlift to any place in the world and be able to strike a quick, telling blow or to
seize and hold terrain until heavy reinforcements arive. Although increased use of
containers and other commercid shipping packages should continue to be encouraged, it is
important to also address the shore facilities required to off-load and transport the materia
to the recaving units.

7. Lightening the Forces

Recent advances in technologies provide capabilities to reduce manpower intensve
functions such as planning, intdligence, target acquigtion, and information dissemination.
Such technologies dlow many of these activities to be conducted in near red time and in
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CONUS, thereby minimizing the burden on forces committed to an operation. * Congtant
source’ is an example of technology advances to provide timey information with reduced
manpower.

Although the requirement for military satellite communications will continue, the
proliferation of commercid communication satellites provides a mgor source capability to
supplement military operaions throughout any area of potentid commitment of U.S.
forces.

8. Defense of Deployed Forces

The key to successful military force insertion is the capability to rapidly deploy
manpower and systems for securing and holding initid air and/or beachheads pending link-
up with heavier forces if required. With the proliferation of sophisticated wegpon systems
to Third World nations, it is imperative that the force deployed be equipped to counter these

wegpon systems.

To defend the air or beachhead againgt tactica balistic and/or cruise missile attacks, the
force must be equipped with air deployable air defense system(s) capable of defeeting
rotary and fixed wing arcraft and tacticd bdligic and cruise missle sysems. Additiondly,
the force needs anti-armor weapons to counter threet armor systems in the form of letha
KE and CE weapons and light armor vehicles cgpable of engaging and defesting heavy
armor.

9. Armor/Anti-Armor

The tank remains the dominant wegpon system on today’s battlefield and for the
foreseegble future. Proliferation of armor systems requires that the U.S. continue its
priority efforts to escgpe the armor/anti-armor spiral and to lead rather than lag in the
deployment of armor systems. The technologies to be exploited are accurate, lethd,
indirect fire support sysems, standoff wegpons to enhance survivability of launch
platforms; low observables to reduce adversary targeting; highly lethd KE and CE
wegpons for defeat of heavy armor; and integrated intelligence and target acquisition
systems for effective synergistic employments of these wegpons before threat forces can
react. Survivability can be enhanced by engaging hodtile forces prior to completion of ther
decison cycle. Providing light insertion forces with these advanced technologies will
sgnificantly improve current force capabilities to secure, hold, and expand air and/or
beachheads pending arivd of heavier forces. High risk, high payoff opportunities exist
especidly in the area of KE wegpons and anti-armor vehicles.
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10. Training

Traning is the angle mog important dement of ataining and mantaining force
readiness. With fidd operaions condrained by environmenta and budgetary
congderaions qudity traning can be enhanced through use of smulaion &vices
Smulators can be used to improve individud skills and crew and unit performance and can
be netted to assess complex wegpon and unit interactions. Computer asssed gaming is
a0 cod-effective in traning of daffs and commanders a al echdons. Usng commerad
technology and hardware, opportunities exist for high payoff in force training thet would
not be otherwise achievable. However, we recognize that this is no subditute for fied
EXercises.

11. ASW

ASW has been and should remain a high nationd priority. For the foreseegble future,
ASW remans an essatid cgpability nesded to support dl maritime operdions. The
genegd reduction in force levels between the super powers makes the assured presarvation
of the SSBN force more difficult, and our gbility to assure SSBN security essantid.
Further, wherever U.S. forces are cdled into action, protection of the Sea Lanes of
Communication (SLOCs) will reman cudd to our nationd security. Just as containment
of the Soviet Navy is essntid in a generd war, our aaility to execute nava actions
successfully in a limited conflict Third World scenario is dependent on our ability to
diminate or neutrdize the locd submarine threat.

In the context of opposng the Soviet Union, ASW is in the main, a technology limited
problem. The U.S. ad its dlies would be faced with a large force of competent
submarines in the event of generd war. The C2 supporting the Soviet force, and thar
ability to provide off-board targeting for long-range cruise missle atack, meke for a
complex and demanding ASW problem

The threat posed by Third World submarines is primaily due to difficulties in
detection. This difficulty results both from their mode of propulson - primaily died
dectric -- and nature of the sess in which they operate - shdlow, downward refracting
water with rocky bottoms. If these submarines can be detected, they can be destroyed.

Rotary wing ASW asts can and will have very effective ASW detection and fire
control systems based on variable depth active sonar and adjunct non-acoudtic sensors.
With these sysems, the ASW assets of the surface force can be disoersed over alarge areq,
can target & both short and long detection ranges and will provide a sgnificant capability
agang the adversay submarine thred,

Both fixed and rotary wing ASW araraft can benefit from the use of expendable active

acoustic sources to provide robugt detection capabilities under conditions where passve
acoudics are indfective
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Effective bettle management reguires regponsve C3 and near red times (NRT)
intdligence and targel acquidtion sysems to optimize force deployment and to synchronize
the commitment of al dements invalved in an operaion. NRT intdligence provides such
information as wegpon systems and force dements are deployed in a contingency.
Enhanced baitle management dso requires efficent cover and deoception measures and the

ability to counter/disrupt adversary C3 sygems

To be effective, a C3 sydem is required to provide the connectivity without
compromising the low obsarvable nature and inherent security of submarines Such a
sysem would dlow the atack submarine to be an dement of the U.S. precison drike
asend for added force flexibility.

12. Potential Cost Saving
How does one pay for the cgpahilities required by the new internationd redlity?

The fird point to be made is that these changes will come over time. Any attempt to
implement these recommendations overnight could do irreparable damage.

Cutting programs is one way to achieve cogt savings. Current RDT&E  programs
should be evduated as to thar continued utility in the new internationd environment. For

example, are programs initiated to meet NATO requirements ill vaid? Given a change in
emphass within the Navy from the outer ar batle to point defense, what Navy RDT&E
programs can be cut?

But there are other ways to achieve cost savings besides cutting programs.
Implementing a “fiddable  brasshoard” gpproach, rather than going to full-scde enginearing
development, provides the ahility to tailor fadlitation to requirements modified by
exerdses, reducing overhead cods, a better underdanding of developmentad risk, reducing
devdopmentd cods, and an operationd evauation of nesd without commitment to full-
scae production, which may reduce procurement codts.
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V. Technology and Technology Transfer Task Force
1. DoD Technology Investment Strategy Process

The DSB Summer Study found that a good foundation exigts for building a coherent
technology investment drategy and an integrated management process.

The Depatment of Defense Science and Technology (S&T) Program (6.1, 6.2, 6.3A,
Technology Demondrators), through past investment, has developed state-of-the-art
cgpability in mogt of the spectrum of technologies required to develop weapons systems for
force advantage. Indeed, this investment in S& T has been key in the devation of the U.S.
to a pogtion of world leadership in a number of current and emerging technologies, eg.,
microelectronics, computers, advanced materids, advanced aircraft. In the most recent
DoD Criticd Technologies Plan (March 1990), the broad leadership of the U.S. in
technology was gpparent, dthough other countries, particularly Japan, were sgnificantly
ahead in some niches of technology. This trend, of course, points up the concern of
Congress (and the reason that the DoD Criticd Technologies Plan is mandated by public
law to be prepared annudly) that our technological edge is eroding, and this eroson will
result in severe consequences for both the military and economic strength of the United
States. Currently, however, the nationa industria base, built over the last severa decades,
IS in good shape, but the trends are in the wrong direction. Higtoricdly, it has provided the
technologies and superior wegpons systems which have formed the basis for mgor classes
of U.S. production and exports.

2. Weaknesses of Current Process
Fragmented “ Strategies’ and Guidance: No Stable or Unified Process.

DARPA, SDI & specid programs should be full partners in the process (services
represent only dightly more than 40% of DoD S&T investment in FY91).

A single gable process must be implemented within DaoD.
Leadership a the top is required to indtitute a stabilized process.

Current DoD investment strategies do not establish linkage between future scenarios,
future military capabilities, future technology gods, and future invesments. Because
technology gods and resulting resource dlocation should be driven by future military
capabilities (dlowing for innovation), a successful investment drategy reflecting the ‘best”
investment can only emerge with the highest leve input on probable future scenarios and
future military capability needs.

Accountability, performance measurement and evauation, and a reward system are

issues that must be addressed and resolved by a successful investment Strategy and
process. The current DoD  drategies are very week in these areas and their credibility will
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eventudly be chalenged based on these wesknesses done. Establishing accountability is
the necessary fird dep towards deding with the more difficult issues of measurement and
reward.

The current program eement/project structure used within the DoD  Science and
Technology program does not provide ready vishility into the dlocation of resources to
either aggregate technology aress (e.g., materids and Structures, dectronic warfare,
aerospace propulson) or critica technologies. A budgeting and accounting system that
does not provide such vishility makes it exceedingly difficult to ascertain technology
investments in any meaningful way.

Consderable evidence exists to support a mgor increase in the DoD  invesment in
manufacturing process technology. Mgor segments of U.S. industry are investing over
35% of their S&T budget in process technology with clams that U.S. competitors in Jgpan
are investing over 65% of their S& T budgets. Near term increases in profitability can be
directly linked to improvements in process technology. The important question for DoD
focuses on “what process technologies’ to invest in.

A successful DoD  investment drategy should complement and reinforce criticd
industry’s science and technology (S&T) invesments. This will focus and catdyze those
indugtry’s investments dlowing the DoD to focus on invetment where critical industries
are not concentrated or do not exist, such as mine/countermine warfare, chemical/biologica
defense, ASW, USW, etc. DoD’s current effort demondtrates little atention to the issue.
The potentid for an improved DoD investment strategy to leverage the commercia base is
S0 great that this issue must be addressed. In addition, in areas where DoD is only one of
many customers, the Department may need to accept commercia standards as adequate.

3. OSD Management of the Science and Technology Program

It is important that the management of the S& T program within OSD reflect both the
importance of the S& T program and its unique characteristics. We find tha the current
OSD management of S& T does not adequately reflect either of these impertives.

Currently, mgor eements of the S& T program report to three different levels within
OSD: the S& T programs of the Military Departments through the DDDR&E (Research and
Advanced Technology); those of the Defense Agencies through the DDR&E; and those of
SDIO directly to the Secretary of Defense. Obvioudy, there is no single individua within
OSD in charge of the S&T program. In this Stuation, it is unlikely that the need for the
development and execution of a single, unified technology investment srategy can be
fulfilled.

We adso find that in the words of the Packard Commisson “strong centraized policies
that are rigidly adhered to” are ill needed for the management of the S& T program. There
Is no policy which requires a common set of gods, Srategies, and priorities for the overdl
DoD S&T program, nor is there a practical mechanism to ensure consistent resource
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dlocations. Two unique characteridtics of the S& T program make this need particularly
acute.

Firg, the mgority of the S& T program congdts of efforts that are difficult to identify as
unique to a specific ultimate gpplication for a specific Military Department, and are therefore
of interest to al Military Departments. In practice, this requires a high degree of
coordination among S& T efforts. Yet each DoD Component prefers to conduct
independent S& T programs and to retain complete flexibility to adjust budgets and
priorities. Such independence is not possble if a unified technology investment drategy is
to be executed

Second, relativdly smdl funding changes-say, of the order of $5 million-in an S&T
effort can have an enormous impact, because such a change will typicaly represent 10% or
more of total program dement funding and because the prevaence of contralling annua
growth in each S& T program dement (“ramp management”) will tend to perpetuate the
same percentage adjusments to future years. Changes of this magnitude are currently well
below the threshold of forma OSD condderation, with the result that there is no effective
overdl control of resource alocation in the S& T program. This has left the S& T program
vulnerable to “raiding” by the Military Departments to pay for unforeseen obligations (eg.,
overruns on mgor acquistion programs), as well as adjusgments with significant impact by
both the Comptroller and the Congress.

These difficulties in OSD management are not new, but in our view, they have
increased substantidly in the last decade. For example, in 1980, a staff-originated action
concerning the S& T program would pass through one intermediate office before reaching
the Under Secretary level; in 1990, this same action must pass through four intermediate
offices before reaching the Under Secretary level. The consequences for proper OSD
management of the S&T program are panfully clear.

We believe there is a vital need to place exclusve responshility and authority for the
DoD S&T program firmly in the hands of one person. There is currently no such person,
while the current position of DDR&E nomindly has responsbility for dl S& T except that
of SDIO, the pogition has respongbility for many other non-S& T maiters as well, and does
not have S& T TOA authority. We do not believe that any position which has sgnificant
non-S& T responghbilities will provide for adequate OSD management of the DoD S& T
program. We did not conduct a detailed management organization review to determine the
proper organizationd location of such a postion, athough it must obvioudy be consgent
with the respongbility and authority assgned.

The centrdization of this responghility would provide for much needed centrdization
of important functions:

Development of paolicy for dl S&T maiters,

Development and overgght of the execution of a single, unified DoD technology
invesment drategy, incduding goas, objectives, priorities, and resource allocations,

24



Egtablishment of the S& T TOA for each DoD Component;
Approva/disapproval of the S& T plans and programs of the DoD Components.

Smultaneoudy, it would provide proper decentrdization of:

Development of detailed S& T plans and programs of the DoD Components;
Execution of S& T programs of the DoD Components;
Control of S&T personnd and facilities of the DoD Components.

4. Critical Technologies
Current DoD efforts to identify critical defense technologies include:
The Defense Criticd Technologies List (CTL) compiled a the request of Congress,

The Defense Technology Strategy and Action Plan (DTSAP), developed by
DDR&E, and

A lig of technologies compiled by DARPA.

The CTL and DARPA ligings describe in a comprehensve way severd technologies
important to nationa security and the opportunities offered by these technologies to meet
military requirements. The DTSAP atempts to go further by defining drategies and the
interrelationships among required capabilities, strategies, objectives and critical
technologies.

In the next round of critical technology sdlection, the process employed must be capable
of giving sronger emphasis to:

¢ An assessment of technology opportunities versus risks
Core technologies
Process and manufacturing technologies
Potentid “Order of Magnitude’” improvements
Technological surprise and paradigm shifts
Explicit connection between technology milestones and military worth
Links between critical and core technologies and resource dlocation, and
More focused attention to some technologies embedded in the DoD ligt (e.g., low-
volume, flexible manufacturing, microwave tubes, and Smultaneous engineering).

Also, a lack of definition for core and critica technologies contributes, in some cases,
to a lack of clarity and focus in identifying critical technologies To overcome this, the
folowing definitions are offered:

Core Technology: a technology needed to maintain, strengthen, or establish a

continuing competence or capability (Figure 5). Core technologies are the
foundation for:
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sudaining technologicd competencies,

meking evolutionary improvements in warfighting capabilities, and

Supporting  revolutionary  innovations.

\.

. Air Bregthing Propulsion
. Chemica Rocket

Examples of Core Technologies

« Nuclear Technology
. Software Engineering

Propulsion . Control Systems
Aerodynamics/Huid . Acoustic Detection --
Dynamics and severa others
Munitions
Figure 5

J/

criteria

Critica Technology (Figure 6): a technology that promises to meet dl of the following

provides a sgnificant warfighting advantage (in both qudity and quantity),
represents a high entry barrier (no reasonable substitutes),

hes a rdativey long diffuson time condrant for
controlled countries (greater than three years).
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Examples of
Critical Technology Aggregates

1. Integrated Circuits Digitd, 6. Counter Stedlth *
Andog, Microwave

7. Stedth Technology *
2. Advanced Software

("Super” Case) 8. Smulaion/Modding/
Traning
3. Infrared Focad Panes for
Space Survelllance and 9. Smultaneous Enginesring

Tecticad Targeting *
10. Brilliant Systems
4. Hexible Manufacturing
(Induding Low Volume) 11. Hypermedia Information
Management
5. Auto Target Recognition
(Sgnd _Underganding) 12. Sadlite Survivability *

* Uniqudy Military -- Especidly at System Leve

Figure 6

\_ J

Clearly an effective DoD invement drategy must give attention to investments in both
critical and core technologies, thet is, investments in future military cgpabilities must be
complemented by invesments in mantaining and strengthening current military
capabilities..dso, revolutionary technologica developments must be complemented by
evolutionary developments. To do that, a scenario-based methodology is best for sdecting
those technologies that are criticd to the future national security of the United States (Fig.

7.
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4 N
Scenario-Derived Technology Process
. . Wide Range of Posshilities
Scenarios . Great Uncertainties
. . Deter Nuclear War
NaFt)lr_onq SeC. . Deter Conventiond War
iorities " Eto
) T?@Surc-e ) Operational
| Realities [ I | Capabilities
* . Stedth/Counterstedth
Cross-Cutting * gg]dOff Wespons
Capabilities *
1
Core Critical Tech
Technologies Aggregates
. Broadly Applicable . Breskthrough Technologies with
Technologies (eg. Potential for Order-of-Magnitude
Aerodynamics) Impact (Cost or Performance)
\ Figure 7 y

This process condgts of the following sequentia steps:

A. Edablish a multiple set of scenarios which represent a wide range of potentia
futures, but which aso recognizes great uncertainties,

B . Derive from those scenarios a st of nationa security priorities, e.g., deter nuclear
war, deter conventional war, €c;

C. Compare nationd security priorities with current operationd capabilities to identify
relative “overshoots’ and *“undershoots”
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D. Match operationd capabilities againg resource redlities and identify those cross-
cutting cgpabilities essentid to more than one sat of operationa capablities that have
egpecidly high leverage (gedth, counter-gtedith, standoff wegpons, €c);

E. Devave the cross-cutting capabilities into technology aggregates (Figure 8), sorting
out both criticd technology aggregetes that portend order-of-magnitude impact (in
dther cog or paformance) and essentid core technologies which have broad
goplicability and are essentid to operations of the forces

Examples of “Cross Cutting”
Military Capabilities

. Predson Sandoff and
Counter Standoff Wegpons

. Sedth and Counter Sedth

. Auto Target Recognition
and |ldentification

. Birilliat Sysems
» Assured Access to Space

. Night/All Westher
Capatility

. Red-Time Command Manage-
ment Sysems (Data-> Info)

Figure 8

. Antijam, Covert

Communicaions

. Adive Countering of Enemy

Tagad Acquidtion Sydems
(ECM, ASAT)

. Rapid Response Long-Range

Lift for Force Projection

. Lightwaght, High Frepower,

Minmdly Manned,
Survivable Forces

. Detection of Conceded

Tagets
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5. Process and Manufacturing Technologies

The DoD needs an investment philosophy for process and manufacturing
technologies that is geared to producing lower-cost, higher quality, more
reliable defense hardware in the face of declining defense budgets.

Manufacturing capability is defined by:

Equipment, tools and fixtures,

Process “recipes’ (process design rules and specifications);

Traning and human resource utilization, and

Process flows, i.e. the collection of process recipes used in manufacturing.
lterative interaction with the design team.

It is the integration of these dements into a totd manufacturing system, to include
information and total qudity management systems, that comprise the manufacturing
enterprise. From a technologicd point of view, it is the combination of “know how”
(accumulated procedural knowledge), capitad investment (today’s technology), and R&D
(tomorrow’s technology) that leads to mgor innovations. Japan's success in winning
world markets has largely come through such innovations in process and manufacturing
technologies, many of which are generated by the work force.

Integrated factory information systems (Factory C3) may be more important than
robotics in fostering flexibility and productivity of capital. Factory C3integrat&:

smulation . process control
. planning . traning
« dynamic scheduling . Satistical process control
. Mmaterid management . teding and qudity control

. Mmaintenance, diagnogtic, prognogics

Such information systems, fully integrated, can have the effect of empowering the
work force, reducing indirect labor and layers of supervison, fecilitating tota quaity
management and just-in-time management, and increasing the flexible control of work cdls
for the cost-effective manufacture and assembly of low volumes of discrete parts.
Therefore, the development and implementation of factory C3 should have the highest
priority ina DoD philosophy for process and manufacturing technologies.

The greater enforcement of concurrent engineering (integrated product design and
manufacturing process design to cut span time from conceptua design to production) and
cost reduction should aso be given high priority. Concurrent engineering facilitates design
for manufacture dability, codt, testability, qudity and rdiability and enables time-based
management in mgor programs where longer span time equates to higher costs. The
discipline of concurrent engineering should incorporate the following principles for grestest
cost effectiveness:
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Congrain desgn to make maximum use of exiging plant and equipment;

Provide the necessary tools (computer and software aids) to implement concurrent
engineering, i.e. work the data representation and data base issues required to
support tool integration;

Integrate totd quadity management throughout the multi-tier procurement chain to
minimize incoming inspection and to reduce qudity gppraisd and falure cods,
Emphasize flexible manufacturing to minimize materid handling and inventory
(working capita) cogts.

Bring manufecturing into the preiminary desgn.

In addition to these principles, the defense industry should be encouraged to increase
R&D investments and motivate, recognize, and reward innovations that result in mgor
reductions in cogts and improvements in quality and productivity. Furthermore, current
restrictions on the use of IR&D funding for processng and manufacturing technologies
must be lifted.

6. Technological Surprise and Paradigm Shifts

The development of a DoD srategy for long-term development of critica technologies
must dso ensure that proper atention is focused on anticipating, and defending againg,
sudden, unexpected enhancements to an enemy’s capabilities. The gppearance of such
“aurprises’ can evolve from two different mechanisms, namdly:

- Technological Surprises - these arise from a previoudy unforeseen use of an entirdy
new technological weapon or threat. Examples of such surprises in the past are atomic
bombs used by the U.S. againg Japan, and V2 baligtic missles used by the Germans
againg the UK.

- Paradigm Shifts - These are radicd shifts in doctrine and tactics usng known
sysems. Examples of paradigm shifts employing atered “operationd drategies’ are
the use of Blitzkrieg and modem terrorism tactics. Additiona examples, that are more
technology related, are represented by the use of ar-power in the nava environment
made possible by the introduction of arcraft carriers, and by the incorporation of laser
guidance into bombs to achieve surgica target destruction.

The impact created by the sudden appearance of such technology surprises or paradigm
shifts on the battlefidd often go beyond the obvious shift in military baance. They dso
create confuson and panic the enemy, paticularly when the impresson is created that no
ready defense is avalable. In other words, this dement of surprise acts as additiond
leverage on the effectiveness of the technology or paradigm change.

Paradigm shifts are generdly easier to anticipate than pure technological surprises. A

magjor reason for this is that the dement of innovation is often rdated to tactics and doctrine,
an area in which military personnd are very knowledgesble. Hence, military forces have
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the basic knowledge to anticipate a possible change in tactics. However, they cannot be
expected to have the leve of technica expertise needed to anticipate new technologica
breakthroughs, which often requires a completely different mind set. For example, a
knowledge of nuclear physics and the discovery of fisson would have been necessary to
anticipate the atomic bomb, or a knowledge of atomic physics to anticipate the. laser.

Because of the above argument regarding the difficulty of anticipating technology
surprises, and also because of the accelerating pace of new technologies being created, the
potentid for the U.S. to be “surprised” in the future is increasing and therefore merits
sious andyss.

7. Leveraging the Commercial Industrial Base

The current DoD “culture’ is to maintain a defense indudtria base separate from the
commercial base. We do not believe DoD can afford the inefficiencies and costs of a
separate indudtrial base. DoD needs to ggnificantly increase sdective reliance on the
commercid indudrid base to:

Provide DoD access to broader technology at an earlier availability date -- field
leading edge technology;

Drive down manufacturing codts through use’of commercid processes, economic
volumes, flexible manufacturing systems, and commercid contracting;

Reduce the cycle time of technology development through product/ prototype/
sysem desgn to fidd gpplications,

Increase product quality by using latest manufacturing processes,

Support surge capability through availability of commercid parts and systems
manufacturing  cgpability, and;

Assg in saidying criticd industry ssgment requirements.

Higtoricaly, DoD has been a mgor catdyst to the commercid technology base due to
its relative Sze, leading edge technologies and spin-offs to the commercid sector.
Additiondly, DoD rdations with the universties have benefitted both with the universties
performing research, providing consultations, and educating scientists and engineers.
These relations will be important to the DoD  in the future and we must strengthen these
traditiond leveraging roles.

The DoD mus find and implement ways to leverage the commercid indudtrid base.
Numerous studies in the 1980s (including the Packard Commission and the DSB) have
addressed this issue and have provided specific, complementary recommendations. Very
little progress has been made in implementing the recommendations, however, we bdieve
that the current budget environment demands action.

We believe there are three areas for synergy within the defense and commercid
industrial  base -- development, manufacturing, and products/ practices:
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» Technology/ product development - sgnificant economies can be gained through
basic technology planning and coordination. Resulting competitive product
development to common standards for dua-use applications will result in lower
costs, higher qudity and rdiability and higher availability.

» Manufacturing capability usage - common usage of commercid manufacturing
cgpability will reduce DoD costs for process development’ production and support

« Buying commercd - benefits will accrue through DoD using common products,
common specs and standards and common procurement/cost accounting practices.

Achieving this synergy will require DoD awareness of commercid base “drivers’ and
commercid requirements for technology, product development and manufacturing
processes. It will aso require DoD overcoming barriers to usng the commercid base.

8. Critical Defense Industries

Continued erosion of defense “critical indudtries’ and whole industry ssgments is
expected to accelerate as funding for some parts of defense RDT&E and production
declines over the coming years. “Critical industries’ are consdered essentid to nationd
security needs. The DoD has no dructured gpproach to ded with this problem, ether in
terms of identifying “critical industry” segments or in developing aggregate drategies.
Indeed, the Department of Defense has been operating on an ad hoc basis as issues surface
from various quarters, particularly Congressond actions and inquiries.

Ultimate solutions should be focused on assuring the globa competitiveness of defense
“critical industries' -- not just in terms of DoD or other USG financia support. One
eement of a drategy should include leveraging of planned DoD investments in the Science
and Technology Program, the Manufacturing Technology Program and wegpon system
development and production programs. This gpproach would ensure that critica industry
support is directly tied to DoD needs and production requirements, thereby avoiding a
subsdy scenaio. There are dso currently existing mechanisms that can be utilized to
bolster defense “critical industries” Mogt notable is Title 111 of the Defense Production Act
which provides for government support to criticad commodities that are necessary to mest
national security needs. Long range drategies must dso seek to integrate civil and military
indudtries in order to enhance competitiveness in the defense industry. Efforts must be
directed towards reconciling such areas as different cost and performance considerations,
different technicad gpproaches and different types of regulation in order to achieve a greater
rapport between cvilian and military industry. Civilian producers would find the defense
business more attractive and would give the DoD a larger potentid indudtrid poal,
paticularly a the sub-tier leve.

The methodology for identifying a “critical” industry can be described as follows: In
our andyss, we conddered an industry or industry segment to be “critica” when all of the
fdlowing seven criteria are met: Defense Test; Technology/ Manufacturing Process Tet;
Recondtitution/ Surge Capability Test; Vulnerability Test; Linkage Test; Alternate Supply
Test; and Government Leverage Test. This methodology and criteria were derived from the
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June 1990 DSB sudy on “Critica Industries.”

0.

. The Defense Test determines the industry/ industry segment’s relationship to critica
defense needs. Indugtrid products must either go into defense goods or conditute tools
or materids in ther manufacture.

. The Technology/ Manufacturing Process Test assesses the rate of change of the
technology and/ or manufacturing process. This test compares the differentid between
the leading edge and trailing edge of the technology and/ or manufacturing process.
“Criticdity” within this context will be the Stuation where the leading edge is farthest
ahead of the tralling edge. (i.e, a high rate of change).

The Recondtitution/ Surge Capabilitv Test assesses the ability of the industry to
rapidly increase or reconditute its production volume to meet mobilization
requirements. Are there barriers to the industry’s entry/ re-entry in order to recondtitute
its production line and meet surge requirements?

. The Vulnerability Test will assess the vulnerability of the industry/ segment to foreign
paliticad intervention (as opposed to market forces), thereby causing a loss of rapid
access.

. The Linkage Tes indicates the degree of vulnerability of the industry/ industry
segment to globa market forces. The degree of vulnerability will be raised when the
industry/ industry segment is an essentid link in a high volume indudtrid “food chain.”

. The Alternate Supply Tedt looks at the availability of dternaive and substitute
products/ processes within both the domestic and internationad market. This test will
serve to assess the likelihood of assured access in time of need.

. The Government Leverage Test determines if government policies, laws or
investment can have the needed supportive effect on the industry/ industry segment.
Government leverage is gill necessary even if dl the other tests have been met to
conditute “criticdity.”

Technology Transfer Policy

Since 1949, an informd organization cdled the Coordinating Committee (CoCom) has

relatively successfully impeded many communist countries  efforts to acquire (legdly and
illegdly) high technology commercid products and data that could be used in their massive
military effort. The CoCom cooperating countries membership has evolved over the
years, and they now have 17 countries (NATO members, except Iceland, plus Japan and
Austraia). The export control list developed by the CoCom countries has been long,
complicated, and broad reaching. In addition, different implementations by severd of the
CoCom members has resulted in often confusing regulations for internationa companies
that operate in different markets.
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With the dissolution of the Warsaw Pact and subsequent establishment of burgeoning
democracies in certain East European countries and democratizing/ free marker trends in dl
Warsaw Pact members, CoCom members decided in early June 1990 to significantly
reduce the export control lists. Certain of the reductions were immediate (liberdization of
computers, machine tools, and tdlecommunications) for a1 the target countries in the
Warsaw Pact. Other liberdizing steps are to be taken in early 1991 when CoCom members
would have developed a new “core lig.” The stated goa by the CoCom membersis to
have a short export control list that contains only those items that have a direct relevance to

Soviet military capability.

CoCom remains a viable inditution and has shown flexibility by adjugting to the new
redities. It should not be disbanded or sgnificantly modified. While severd East
European countries have largdy “removed” themsdves from the military am of the
Warsaw Pect, the long-term stability of the USSR remains unclear. With a functioning
CoCom, appropriate steps can be taken, depending on the direction that the USSR takes.

Within the U.S. government, the processing of export licenses is led by the Department
of Commerce (DoC), but DoD plays a dominant role. Policy development for export
controls is shared between DoD and DoC. Within DoD, the coordination lead is taken by
the Defense Technology Security Adminigration (DTSA), but recently, JCS has been given
a dgnificant role. Also the Services play a sgnificant role, especidly in the development of
new export controls lists.

Lagtly, while the target countries remain the communist countries, licenses are required
for exports of controlled products to most free world destinations to prevent diversion to
communist countries. These East-West licensang requirements have proved burdensome to
U.S. industry and have occasondly conflicted with decisons taken in the context of
international cooperative armaments agreements with our dlies.

A. Munitions Licenses

The sde of defense items which include armaments, support equipment and research
and development for such items is governed by ITAR (Internationd Traffic in Arms
Regulations).

The regulations are, in principle, intended to foster the interests of the United States by
(1) serving as an ingrument of U.S. foreign policy, (2) strengthening the defense by
dlowing our friends to defend themsdalves and our dlies to be able to contribute to effective
mutua defense, and (3) through international sdes, supporting the technologica base of
the U.S. defense industry and reducing the cost of such items to the Defense Department.
It is dso interesting to note that there is no legd or policy basis in consdering the impact of
ITAR on the nationa economy or naiond technological competition.
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Unfortunatdly, in the years snce ITAR was implemented, the associated system of
technology transfer controls has not kept pace with the above godls that it was designed to
serve. As discussed in this section, the system has erred on the side of being too restrictive
and cumbersome. It has impaired the effectiveness of U.S. indudtries ahility to: (1)
cooperate with our dlies on joint programs (usudly because of “Militarily Critica
Technology” redtrictions); (2) compete in the globa free world market (where our alies do
not have smilar redtrictions), and it had a negative effect as an indrument of our foreign
policy with friendly nations and dlies, because we are perceived as arrogant, ingncere, and
unreliable partners for defense cooperdtive programs.

B . Third Country Munitions Re-Transfer Restrictions

Procedures and policies on third country munitions re-transfers are principaly rooted in
Security condderations and some past adminidrations desires to minimize U.S. content in
military equipment around the world.

These procedures have had a mgor negative impact on the U.S. industries
technologicd base by limiting U.S. subcontracting opportunities around the world. This
has been the case because the policy implemented through licensing procedures does not
provide for gpprova in advance for a nation’s ability to sdl its equipment to free world
countries if there is any U.S. content but requires a case-by-case approva in the future
before such a sdle could be made. Our dlies and friends around the world have, therefore,
avoided any U.S. content in their defense equipment so as to not be redtricted in their
ability to market such equipment internationdly, without a possble U.S. veto, or a best, a
lengthy U.S. approva process.

As this pand has recommended, commercidly avallable technology should become
more and more a foundation for our defense equipment. Therefore, an approach smilar to
that now gpplicable to commercid third country re-transfers, which is based on automatic

gpprovas below a certain percent of U.S. content for any given equipment, seems
appropriate, as long as other control criteria are not violated

The present procedures deding with commercid technology place no U.S. redtrictions
on equipment whose U.S. content is below 25%. This percentage seems arbitrary, and the
task force sees no reason for redtrictions where U.S. content is below 50%.

C. Proliferation

Concern over proliferation has existed snce more and more nations have the capability
and desire to produce a nuclear wegpon. The potential for a significant balance of power
shift resulting from a nation’s acquiring the capability to fabricate a nuclear wegpon has
increased. Today an increasingly large list of countries ae considered to be capable of
achieving nuclear capability in certain time frames. In the area of missle and chemicd
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proliferation, the potentia for destabilizing a region by introduction of long, stand-off or
cheap wesgpons of “mass destruction” has been increased. Many of the countries that are of
concern in dl the proliferation areas are paliticaly and militarily unreliable and certainly add
to the uncertainty where proliferation is concerned.

In recent years, new proliferation concerns, both missile and chemicd, have surfaced.
The Missle Technology Control Regime (MTCR) officidly garted in the Spring of 1987
and stemmed from concerns that more small, lesser-developed, third world countries were
demondtrating capabilities to acquire, assemble, and in some cases, launch missiles capable
of traveling in excess of 1000km  with warheads weighing more that 500kg. The MTCR
currently conssts of saven countries that, under written agreement, have stated they would
limit flow of certain items and technology to other countries that have demondrated either
the dedire or intention to become missle cgpable. In most cases, the items or technology
of concern are not first generation, but rather second or even third generation.

The third area of proliferation concern, and one that has received much atention
recently, is in the area of chemica munitions that have been made and used by an
increasing number of lesser-developed, third country nations. The use of such weapons by
these countries has fostered internationd concern and the cdl for action. The precursor
chemicds that are used to make these wegpons have been easily obtained while the
technology needed for combining them into chemica wegpons is rudimentary.

Many of the nations that have agreed to the MTCR and the chemica proliferation
controls do not coordinate or even standardize their control lists or mechanisms, after trying

to control lists of equipment and technology that are too narrow while the U.S. ligt is too
broad.

D . DoD Organization of International Activities

Apart from policy making consderations, there are currently three organizationd
entities within OSD with ggnificant implementation responghilities in the internaiond
arena: the Defense Security Assistance Agency @SAA), deding with foregn military sdes,
the Defense Technology Security Adminidration (DTSA), deding with munitions licenses
DoS/DoC commodity jurisdiction cases, and drategic East-West trade; and the Deputy
Under Secretary of Defense for International Programs (DUSD (IP)), dedling with
international cooperative programs in research, development, and production. There are
about 300 people in these organizations. DSAA and DTSA report indirectly to the USD(P)
and DUSD(P) reports to USD(A). The DDR&E, adso reporting to USD(A), is responsible
for providing technicd advice to dl of these organizations.

The exigence of three implementing organizations crestes many opportunities for
disorder, including: overlgpping and duplicative functions, inadequate attention to emerging
needs (such as evauations of proposed foreign investments and acquigtions, and provison
of assured access); inconsstent corporate behavior (such as approving transfer of
technology as part of an FMS arrangement and denying the trandfer of the same technology
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as pat of adirect sde); an array of confusing foca points for other Departments and
Agencies, foreign government, and U.S. and foreign industry. Currently, the only senior
OSD officid with the respongbility for the entirety of these activities is the Secretary of
Defense, and it is not reasonable to expect the Secretary to devote the day-to-day attention
required.

Accordingly, there is a need to consolidate these implementation activities under the
direction of a sngle senior OSD officid other than the Secretary of Defense. Since the
technica content of these activities is high, this officid should report through the technica
respongibilities and authorities of the USD(P); the role of USD(P), within DoD, is dearly
to establish policy regarding reationships with other countries. What is needed is
centralized respongbility and authority for technical execution.

VI. R&D INVESTMENT STRATEGY FOR THE 1990s

1. The Strategy

After reviewing the findings and recommendations of each of the Task Forces, the
following investment dtrategy was formulated that responds to a future characterized by
lower budgets, fewer opportunities for new darts, and greater uncertainty. Accordingly,
this invesment drategy safeguards our cgpacity to rebuild or recondtitute forces which will
be an important element in our ability to deter aggression.

Yet in light of this, we recognize the need to modernize an aging inventory and take
advantage of the progress that will continue to be made world-wide in technology. Some
of our recommendations are in line with actions and initiatives that are dready being taken
to reform and streamline the acquisition process. Others, we hope, offer some new
gpproaches that will help establish a stronger technology and industrid base for the *90s.
In al cases, we expect that our recommendations will help in articulating a sound R&D
investment drategy within the Adminigration and especidly in the Congress.

2. Challenges

As previoudy indicated, we recognize some of the mgor chalenges in establishing a
credible R&D investment drategy. These are;

A smdler budget, which dictates a discipline in our atempt to address where increases
in budget could be offset by reductions;

A defense indugtry that will be smdler than it is today;

Much smaller procurement quantities and fewer new darts;

A force inventory that is g-rowing older and needs to be sdectively upgraded; but at the
same time recognizing that...

Technology is advancing & a rapidly growing pace, and it will continue to do so on a
global basis, with both our friends and adversaries having greater access to that
technology.
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Further recognize that many of the R&D assets we depend on (a hedthy university
research environment, design teams in industry and in some cases production teams,
Government Labs, etc.) are perishable, and if dlowed to deteriorate or arophy, are
difficult to restore.

The need to be mindful of, and hedge againg, the possibility of technologica surprise;
and

Recognize tha there is much grester uncertainty in the kind of missons we will face in
the future

Also recognize the need to develop systems suitable for quick reaction

cgpability. Here we have in mind hedging againg the projected uncertainty by having
systems that can use “off the shelf’ or commercid parts.

3. Six-Point Strategy

It is within the context of these challenges that we formulated recommendations for a
R&D investment drategy for the '90s.

A. Breakthrough Technology

One of the fird priorities, and something we think must be vigoroudy protected, is our
ability to generate the breskthrough technology that has the potentia to revolutionize
military capability. The source of these breskthroughs is idess, concepts, and basic
research that comes from universities, industry, government labs, and other agencies.

The source of funds that nurture the environment that generates the breskthrough
technology is 6.1, 6.2, and IR&D. Fortunatey, this most important element of the R&D
enterprise is also the least expensive. Because of its overwhdming importance in driving a
hedthy and robust defense R&D srategy, we recommend that the highest priority be
placed on this part of the budget: 6.1,6.2, and IR&D. The specific budget
recommendations with offsetting reductions will be addressed at the end

B. Mainline Development

The mainline development process is in place and will continue, dthough with far
fewer new sysems passing through that “pipding’ in the future. This mainline acquigtion
system is in need of mgor overhaul to make it more efficient and we know there are
USD(A) directed sudies (DMR, Acquistion Streamlining, etc.) focused on making the
system more effective. We encourage proceeding with these streamlining efforts.

There will continue to be a certain formdlity to this process, however, that is
characterized by:
Formal requirements with decisions based on ability and readiness to pass through
the various gates to production;
Programs that enter the pipeline are expected to pass al the way through with an
intent to deploy;
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. The process is best suited to mgor systems acquisitions, often characterized by at
least an intent to procure large quantities; and

. The time frame is unduly long (10-20 years);

. All the “ilities’ are emphagzed from the beginning.

No recommendations are made here concerning sreamlining the mainline acquigtion
system, other than to encourage proceeding with the plans dready underway. But in
addition to that, we strongly believe that the following additiona actions be taken to
srengthen the R&D process.

C. Fadrack [Initiative

We recommend establishing a new, fadt-track technology initiative that will encourage
more frequent use of prototyping with the intent of having sdlective, fidldable prototypes
avaladle quickly for red-world experience involving users. Because there will be fewer
new systems, it will be more important than ever to have smal numbers of advanced
technology prototype systems in the hands of the operators. This experience is fed back to
the developers for further improvement while at the same time possible changes in tactics
can be evduated. We must not encumber this fastrack technology initiative with herd,
forma requirements. The intent of this technology initiative is to rgpidly produce fiddable
prototypes that have an order-of-magnitude impact on cost, or performance, or tactics over
current sysems or plaforms. The emphasis is mostly on prototyping subsystems
(imbedded in proven platforms as systems testbeds), dthough occasondly new systems
are prototyped (see Figure 9).

Figure 9: Fastrack Initiative

Technology

] Real World Experience
(Fieldable) Prototypes Components

I\ Tactics

Full Scale Development Low Rate Prod Op. Test Full Production Operation

+ No Formal Requirements
. Revolutionary

. Subsystems, systems

+ Flexible funding

. Small Quantities

. Funding Pool

. 1-3 Years

* No clear intent to deploy

. iterative user involvement

Smdl quantities are built in a “skunk-works’ type environment, festuring: sreamlined
development, with the intent of getting experimenta hardware to the field quickly (I-3
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years). The funding is flexible covering concept development, hardware, logigics support,
and operaiond testing from a single funding poal -- one color of money from cradle to
grave There is nat a prior intent to &ploy, but in fact, technology insertion may be by this
peth, as illugrated in Fgure 10.

D. Technology Insertion

With an aging inventory and fewer new sysems projected in the acquigtion pipdine,
oecid dtention is given to insating technology in fidded sysems to upgrade performance
and kegp old platforms current. This gpproach has the two didinct advantages of beng
much less codly and fagter than devdoping a new sysem.

There are severd paths that we recommend be established to fadlitete rapid insartion of
technology to upgrede fidded systems. One would be that some of the prototypes on the
Fastrack peth could find thar way directly into operaions in some limited, low quantity
gtuations Or, some of the subsystem prototypes could be incorporated directly into the
fidd in retrofit kits Some technology, proven through the prototype peth, would enter the
formd acquigtion pipdine Note that other technology on the Fastrack path might go back
to the laboratory for refinement or further exploratory development, and some would just
be terminated because it did not achieve its objective (see Fgure 10).

Figure 10: Technology Insertion

Operation

(Fieldable) Prototypes I
\ ‘ Upgrades

Full Scale Development Low Rate Prod | Op. Test Full Productior] Operation

Upgrades

. Subsystems

. "ilities" Emphasis

» 2-3 Years

. Evolutionary Incorporation

. Lifetime Development Mgmt.
. Funding Pool

Ancther path by which technology insartion, particulaly components and subsystems
of commercid origin, could be fed directly into upgrades of fiedlded systems is depicted by
the lower path in the figure. Technology insartion also provides a means of incorporating
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evolutionary as well as revolutionary idess, assures that the “ilities’ get proper emphass
throughout the process, and requires that program managers say actively involved
throughout the lifetime of the system

E. Commercial Harmonization

The commercid industrid base of the U.S. and the rest of the world is much larger and
more robust than our defense industrid base and will continue to be so in the future as
defense spending decreases. We need to exploit its use in military sysems to the maximum
extent possible. Furthermore, with reduced defense budgets and forces in reserve,
remobilization and surge can only be accomplished by greeter reliance on the commercid
base. This is more than a subgtitution of commercid components for mil spec parts. It
requires designing from the beginning around the use of commercid components and
commercia manufacturing practices. We accept the fact that systems designed to exploit
commercid technology and manufacturing may suffer in performance.

F. Low-Quantity Production

In the recent past, we have tended to develop systems with a plan to sustain full-rate
production, but then because of reduced funds, we implemented a low rate production
schedule.

In the world we have projected, there will be even less production money and fewer
new darts. This drives us to a different concept: the concept of tailoring smdl factories
that can efficiently produce at low quantities. We need to desgn systems that lend
themsdves to flexible manufacturing approaches for efficient, low-quantity production.
This capability will dso provide a hedge againgt the need to produce something in a quick-
reaction mode to answer some red-world threat. Production should then proceed a the
most efficient rate for the quantities required and then stop, i.e. do not stretch out
production.

3. Funding the R&D Strategy

There is a way to fund the implementation of initiatives in the sx-point R&D drategy
within the condraints of a declining budget. We should increase the funding of science and
technology (6.1, 6.2, 6.3a and IR&D) by about 30% in congtant dollars over the next 2 -3
years. But these increases should only be made if management changes such as those
outlined by the Technology Task Force are implemented. Reductions in full-scae
development and procurement will occur. These reductions, together with the
corresponding reductions which should occur in overhead, will be sufficient to establish
the “funding pool” for the specid fastrack and technology insertion initiatives. We should
edtablish a DARPA-like organization to ensure that the fastrack and insertion initiatives
have sponsorship and oversight.
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VII. Quality People - A Common Theme

A common theme recurrent in each Task Force throughout the four month study was
recognition of the severe decline in numbers of qudity people serving throughout the Executive
Branch and the serious need to develop a climate for change regarding government service for the
future.

The gdtuation our ndion is facing in attracting, retaining and mativating the best people in
government service has reached crids proportions and will require a much grester sense of urgency
to redress an imbaance that, when viewed from a defense standpoint, has long term risks to the
national security of the United States.

The problem is cdearly not unique to the Department of Defense and the ingtant issue is whether
the “human resources eroson” that is being experienced among the government’s three million-
member work force has crippled our nation’s ability to make proper decisons and give proper
direction to programs vitd to our future.

The government relies essentidly on two classes of individuds. One class are those who enter
government service expecting to make it a lifetime career. These careerists make up the bulk of
personnel in the Executive Branch. As their careers develop, some of these people will end up
managing nationd laboratories, commanding military forces, or operating multi-billion dollar space
and defense programs. Clearly, we must have the highest qudity professonds managing these
kinds of criticd activities.

One immediate problem is that these professonas are not compensated or supported anywhere
commensurate with their respongbilities. Money, of course, should be secondary in any
consideration of government service. But, because the pay gap has become too large, too few of
our most promising young scientists, engineers and managers are choosing civil service careers.

The federd government’s inability to attract, motivate and retain the kinds of people that are
needed to do the work that is essentid to our nation cuts across dl levels of government
employees, from senior officids in the Pentagon to lower wage scade employees in every

depa’tment |n the government \MJQJMQALaLag 1!

then, should b6 Gone?

Firg and foremogt, it must be recognized that when it comes to attracting good people, the
government is in a head-to-head competition with the private sector, and adthough it is trying to
attract only 3 percent of the total work force, it isiust not suffidently comipetitive.

To become competitive:
Congress must remove the over-burdening checks and balances it has established for

the Executive Branch so that future public servants can be provided the opportunity and
authority to do the job;
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Common gandards should be st for dl three branches of government;

Our lavmekers mugt work to significantly improve the pay structure so that Federd
sdaries truly compete with the private sector;

Congress should dHire  reasonable requirements to endble the etablisment of fair and
equitable blind trust arrangements for those who must forsake tharr sock and pension plans,
induding dimination of the tax pendty if assets are rolled over,

- Each govenment depatment, induding Defense, should establish an Assdant
Soretary levd pogtion whose primary misson should be to devdop an environment
condudive to atracting and retraining the best our country has to offer;

Those in the academic community must be more supportive of people who choose
government savice, gther as a career or on an gopointive bass

Those in indusry mugt do their part by acting more respongbly in controlling program
codts and in working more dosdy with Congress and the news media to improve their imege
and that of their cusomer.

The second dass of people who go into government intend to sarve only a few years in senior
postions. These individuds are atracted to the government because they have achieved
excdlence in thar carears and thar taents are needed and sought by the government.. Here too it
hes become increesngly difficult over the last two decades to dtract professond people to sarve
in these “Presdentid Appointeg’ podtions. Once again, compensaion plays a pat, but only a
pat. A Vice Presdent of research and enginearing earns about $200,000 a yeer in addition to
enjoying dl the normd executive bendfits such as gock options, a wel funded retirement plan;
and an excdlent benefits package. As an Assistant Secretary for research and devedlopment, this
same individud is expected to serve his government for $80,000 a yesr.

In addition to severdy reduced compensation, conflict of interest laws require divesting stock
and buying-out the penson plan which may cogt the individud tens of thousands of dollars more
because they mug pay taxes on this divedtiture fund rather then teking it over ther retirement
years. Finances adde, this same executive, who has held postions of trust and responsibility for
the lagt 20 years, mugt face microscopic Congressiond and public scrutiny, with his persond and
professond life, and the lives of his wife and children, becoming an open book to inguiring
Congressmen and probing news media

Two other important issues are rased in the hiring process of Presdentid gppointees. FHrg,
the confirmation process now takes much too long to complete. Lengthy investigations, hearings
that are ddayed for months and months have dl but crippled the government’s ability to bring
such people on board in a timdy manner, further discouraging prospective employees from
serving. Second, complex and confusing ethics rules pendize the many good people who wish to
serve their country. Of course, Federd regulations to prevent wrongdoing in industry and
government arevitd to protecting the interest of the government and American taxpayers But
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gringent revolving door palides and Draconian rules governing corflict of interest have severdy
curtalled the entrance of high qudity personnd to government service

In summary, the Defense Science board beieves that an effective technology drategy and plan
for the 90's and beyond will require the very highest qudity people the nation haes to offer. We
must begin now to devdlop a sat of adtivities that will represent our best efforts & assessng and
improving the current date of American science, engineering, education and defense, by
examining the tdent and trends in government and devdoping inducements for dtracting, traning
and retaining the best people to sarve our country.



VIII. DSB Summer Study Task Force Recommendations
(Recommendations are ligted in priority order within each task force area)

1. Scenarios and Intelligence:

a. Resrve Force The mgority of intelligence resources continue to be spent on
people. There is consderable potentia for cost savings through the shifting of some tasks
which are now less time sengtive to a reserve force, including both reserve military and
cvilians. For the military, andytic tasks can be assigned to service reserve military units.
Programs must be established to maintain both clearances and skill levels. In the civilian
sector, a new reserve program can be established to utilize the skills developed in the
government, the contractor base, and academia.

b. Leap Ahead Strategy: It is essential that we invest now in technology and analysis
efforts desgned to improve manpower productivity and the qudity and timeliness of the
intelligence product. At the “front end” of collection, for example, advanced technology
can focus resources on the targets of greatest interest and potential, reducing the burden on
linguigs and andysts. Similarly, automated tools for andysts will enhance their
cgpabilities and productivity sgnificantly.

c. Cooperative Measures Cooperdive intdligence initiatives have been highly
beneficid in the past, and hold substantid promise for the future, with our alies, other key
countries, and perhaps even the Soviet Union. These nations have both unique collection
cagpabilities and speciad andytical resources to contribute. In many cases, the U.S. could
share information to the benefit of both parties -- particularly space based information.
Moving beyond our traditiond dlies and intelligence partners, the arms control process has
made sharing of data in selected areas a possibility which can both save costs and serve as a
confidence building measure.

d. Increasing Intelligence Lead Time To ded with increesng uncertainty in the world,
we must expand efforts amed a increasing the lead time associated with criticd events --
by focusng on detection of the indications of change in the palitical, economic and military
spheres and the achievement of technologica breskthroughs. As U.S. forces are reduced,
and forward basing diminated in many aress, these lead times take on a new importance.
Smilaly, as we move toward globaization, advanced indications in the political, economic
and technology spheres becomes more important as well.

e. Open_Source Callection: Increasing “openness’ in what have long been closed
societies, such as the Soviet Union and Eastern Europe, as well as greater proliferation of
information from other nations, provides the opportunity to meet some intelligence needs
without usng very codly collection and assessment means, saving these resources for
targets that remain truly denied. Smilarly, the increased ability to access previoudy denied
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aress permits the deployment of low cost, unmanned sensors which can perform some of
the functions performed by more expensve systems. On the other hand, this information
explosion places a premium on technology to handle it.

2. Strategic Forces and Supporting C3 Recommendations:

a Blanning Create a joint strategic planning System Program Office for the
acquistion of drategic planning equipment and software. The development of hardware
and software for planning the delivery of a wegpon to a target is ill-served by the current
platform-oriented program structure and organization. There are a least five different
agpects to planning that require centrd RDT&E management integration which, in addition,
potentidly provide technica synergies. These are 1) improved SIOP production
cgpability, dlowing the speedup of the process so that “what if’ questions can be addressed
and provison ma& for the rapid replanning of drategic forces to fecilitate their
employment under unforeseen or rapidly evolving circumstances, 2) the comparable
cgpability, but under austere conditions such as would exist in survivable planning
edements, 3) the integration of our offendve planning cgpability with defensve BM/C3; 4)
consderation of NCA decison ads such that status information can be efficiently received,
available options can be reviewed and modified, and guidance to planners can be provided;
and 5) integration of centra planning with on-board re-planning capability so that
arbresther platforms can operate both autonomoudy and in communication with other
information-providing and guidance-providing sources in near-redtime. Such enhanced
planning cgpabilities will become increasingly important as arms limitation agreements
reduce the number of srategic warheads available to deter aggresson.

b. Single Warhead Missle: The Triad of dtrategic forces should remain the basis of
our deterrent posture. This will require replacement of current Minuteman ICBMs  as they
reach the end of their service life. Arms control directions suggest that ICBMs be de-
MIRVed to enhance criss sability; budget condderations suggest that lower cost basing in
slos is preferred to mobile basing. Nevertheless, options for mobile and deceptive basing
should be preserved. The god, therefore, should be the deployment of a single RV slo
based missle. Emphasis should be on low cost guidance at the expense of more accurate
guidance. The need to provide for future payloads suggests that the current 37,000 pound
missle may not be adequate. An additional advantage of this recommendation is that it
could provide a“hot” ICBM production line in the event the Soviets break out of ams
limitation agreements. This, taken with ongoing production of bombers and submarines,
will serve to maintain an industrid base for drategic systems.

c. LightAttack Air and Missle Defense: As additiond nations acquire nuclear
wegpons and the means to deiver them, the threat of light attacks consisting of at most 10's
of RVsor afew arbreather platforms will increase. Such nations can not necessarily be
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expected to conform to the concept of deterrence that has shgped U.S and Soviet nuclear
drategies. To provide good protection for the nation from the disester of possble “light”
dtacks from such undetarred nations, an effective defense should be examined, Snce such
a ddfen=e is likdy to be dtractive to other nations dso. Vaious multinationd arrangements
for the provison of tacticd warning and atack assessment information and ground- or
Space-based interceptors are possible and should be explored. A drategy for the
negatiation of the necessary changes to the ABM tregty to provide for this needs to be
developed,

d. Airbresther  FHexihility:  Intdligence cgpdhilities provide useful pre-mission
information to plan bomber search routes of high probability aress for Soviet mobile
missles but teemind location and identification, in the face of ggnificant cover,
concedment and deception, will be required Furthermore, mobile dtrategic forces are not
the only rdocatdble targets of potentid future interes. This mandates an aggressve
program of sensor RDT&E,  integration of gppropriate sensors on manned and unmanned
pendraing plaforms, and the exploration of a variety of sensor plaforms on-board, off-
board, and fly-adong.

The evolution of a multipolar world of nudear nations of diverse 9zes and capabilities
will require thet the U.S. be adle to respond to threats or to attacks with drategic forces a
levels beow that of a nudear exchange. While a varigty of bdlidic and arbresther wegpon
ddivery modes are possble, the mog credible is the precison ddivery of non-nudear
wegpons from manned and unmanned platforms. The reguirements on range, accurecy,
penetrability, and sze mus be addressed, as well as the wegpon integration and C3 issues
for exiging and future ddivery sysems

e Nudear Weapons. Ongoing programs directed a improving the safety of sockpile
wegpons should continue S0 that confidence in the deterrent cgpability of deployed systems
can be maintained a the highes possble levd. This, as wdl as the continued deployment
of modernized ddivery systems, will require that the nation’s nudear wegpon production
complex be operated a a leved conagtent with needs, both before and after condusion of a
START agreemeantt. In the longer term, limitations on nudear teding are possble so tha
geps should be taken to mitigate their impact. This will require a new dass of warheeds
designed to have broad utility across a wide range of ddivery systems, employing the best
avalade technology to enhance their safety and rdiability, and desgned with margins thet
win reduce the nead for revdidation of thar operaiond effectiveness Fndly, an RDT&E
program mug be maintained a a leve adequate to assure a continued supply of technica
personnd to mantain nationa competence in wegpon design, testing, production,
catification, vulnerability, and effects

f. Strategic  C3 The drategic modernizetion program to provide enhanced tecticd
wamning, connedtivity, and endurance should be completed. This will provide highly
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credible support for the choice and execution of preplanned options MILSTAR s the
cornergone of this modernization program; it should be continued. When MILSTAR
enters operation, ggnificant numbers of sysems currently providing redundant backups
should then be phased out.

0. SSBN Follow-on: Replacement of Ohio dass SSBN's will be necessary as the
current plaforms  reech the end of ther sarvice life. These replacements will become
operationd in a presumed START |l implementation post 2010. Snce the requirements  on
this replacement dass will be highly dependent on the evolution of drategic submarine
misson requirements and on negotiated force leves, a broad and vigorous RDT& E
program to explore and extend the technologica horizons on maerias, propulson,
navigation, communicaion, sgnature reduction, wegpons, and operaiond conoepts mugt
be mantaned. Initigtion of sysem dudies for a wide range of conceptud designs mus be
undertaken in the near future, possbly employing experimenta platforms to edablish
critical desgn paamders

3. Tactical and Supporting C3:

a Hedable "Prototypes’: In contrast to FSED, we need to develop a way to provide
an effective means to better underdand and evauate the risks (technologica, economic,
military, and palitica), to reduce development cods to vaidate operaiond need prior to
full scde production, to fadlitatle product improvements, and to ultimatdy minimize overdl
modernizetion cods (See recommendation 6.0).

b. Stedth/Counterstedlth Techndlogy: To enhance survivahility of the tota force,
maximum use of gedth technologies must be incorporated into land, sea, and ar plaforms
and fadlities, and countersedth cgpabilities must be incorporated into wegpons sysems to
enhance effectiveness agang low obsarvable targes.

c. Space: Usad both to enhance support of tactical operations, and to develop a globa
gtuaion avareness sysem, usng U.S. space-based sensors to provide informetion to
dlies and threatened countries via a variety of ground gaions (see recommendetion 1.0).
Pay gregter atention to Third World ams sdes as a likdy source of technologica surprise.

d. Counter tacticd baligic missles. Develop deployable ar defenses, and devdop the
ability to target the launchers (espedidly important when operding againg chemica
warheads).

e. Ship defenses Surface ship defense againg missles and torpedoes mudt be
improved with decoys, active/passve countermeasures, low obsarvables and active
point defenses
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There is an urgent need to upgrade point defense capability of our surface
combatants againgt current and projected L.O. anti-ship cruise missles. Both active
defenses and coordination of point defense wegpon and sensor systems are needed

Third World Submarines -- Detection is the problem (once detected, submarines can
be killed with existing systems). Shalow water ASW emphasizes the need for active
acoustic sensors, bottom emplaced sensors, and non-acoustic sensors,

ASW capability organic to the battle group will have to operate without shore-based
support Upgrade Heo (surface ship active sonars) with improved digita techniques,
provide expendable active acoustic sources, and improve non-acoustic detection of

periscopes/madts.

f. Aircraft defenses. Counter widdly proliferated ar-to-air and surfaceto-air missles
with emphasis on IR defense; retrofit existing platforms with sedthy festures.

g. Tacticd C3: Effective battle management requires r esponsive C3 and near red time
intelligence and target acquisition systems to optimize force deployment and to
synchronize the commitment of al dements involved in the operation.

h. Submarine C3: Near rea-time C3 for U.S. submarines to conduct missle attacks
agang land and sea targets is an important force projection eement in regiond conflict
scenarios.

i. Deployability:

Inss that forces and lift be matched and that most new fighting systems be
designed for rapid deployability by ar or sea

o  Basintdligence gaff in CONUS and uplink/  downlink information to field.

j. Traning: Make greater use of amulators and computer-aided gaming to supplement

reduced fidd training.

k. Non-coonerdtive target recognition: Pursue a multiple technology approach as

recommended in an earlier 1989 DSB Summer Study.

4. Technology Recommendations:

a. Technology CEO: Edablish a “CEQO” who soldy has the responghility, authority,

and accountability for:

A gngle, unified, balanced technology invesment drategy.
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Establishing the S&T TOA for each of the Sarvices & Agendes condgeant with the
technology investment drategy.

Measuring performance againgt dtrategy;

Championing specific initiatives, eg.: technology demondrations, joint service
projects, technology insertion, high risk/ payoff technology, and a manufacturing
technology invesment posture.

It should be noted that this posdtion differs from the postion of the Director of
Defense Research and Engineering in that it has both TOA authority and execution
respongbility. It is envisoned tha DDR&E would continue to coordinate activities
other than the science and technology base.

b. Each service and agency should establish Program Executive Officers (PEO's) who
will be respongble for, and have the authority to, execute that service or agency’s S&T
programs in accordance with the “CEO” established objectives and strategies. Status
and progress will be reported to the CEO.

c. The JCS should establish an organization to support scenario based technology
invesment drategy formulation.

d Cvil/Militay Harmonization: Effective integration of the DoD Tech Base activities
with those of industry and universities can provide mgor technology leverage as wel as
cog and “cycle time”’ leverage. Responshility must be assgned to remove the current
barriers to harmonization and to measure success. This should be linked to a “criticd”
defense indudtries effort (see supporting recommendation 6.€).

e. Technology Funding: The current levd 6.1,6.2,6.3A funding should be increased
by about 30% in red terms over the next three years contingent on implementing the
reforms specified in this report.

f. Defense Manufecturing: A manufacturing philosophy must be developed in support
of higher invesment (incduding IR&D) in process and manufacturing technology.

5. Technology Transfer Recommendations:

a. DoD Organization: SecDef should consolidate and streamline the three DoD
organizations currently involved in the license approva process, internationa cooperative
acquistion and development programs and technology transfer policy. We further
recommend that the consolidation include the assgnment of sole responghility for these
implementation activities to an Assistant Secretary or Deputy Under Secretary level position
reporting directly to USD/A. The activities of this consolidated office should dso include
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metters concaning defense indudrid cooperdtion, government to government agreaments
evaudion of foregn invesments in defense criticd indudries, foragn military sdes and
technology export controls. This would nat infringe upon the responghilities and duties of
USD(P) within DOD to establish policy regarding relaionships with other countries.

b. Export Control Reforms:

Himinae dua-use controls except for a smdl lig to a few countries;
Himinate munitions licenses on undassfied products to COCOM countries

Demand firm compliance by governments and indudry to the smdler lig of
items

Himinate third country trandfer controls, consgent with other criteria, when
U.S. content is not the mgority.

c. Assured Accessto Critical Technologies Foreign invesment in defense critica
technology companies should be reviewed by DoD through the CFIUS process to insure
that there remains an assured access to these technologies.

6. Investment Strategy Options:

The following R&D investment strategy for the 1990s responds to a future characterized by
lower budgets, fewer opportunities for new garts, and greater uncertainty over future
adversaries:

a Breskthrough Technology: Protect the ability to generate breskthroughs that have
the potentid to revolutionize military capability, induding IR&D;

b. Manline Devdopment: The mainline acquigtion sysem is in need of mgor
overhaul to make it more efficient; USD(A) should continue to place emphasis on reforms
to make the system more effective;

c. Fastrack Initidive: Egtablish a new fadt-track initiative that will enable more
prototyping with the intent of having sdective, fiddable prototypes available quickly for
rea-world experience involving users (see related recommendation 3.9);

d. Technology Insertion: With an aging inventory and fewer new systems projected in
the acquistion pipeine, specid atention must be given to insarting technology in fiddable
systems to upgrade performance and keep old platforms current;
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e Commeardd Harmonization:  The commerdd indudrid base of the U.S. and the rest
of the world is much larger and more robugt then our defense indudirid base and will
continue to be S0 in the future as defense spending decreases Commerdd practice should

be exploited in military systems to the maximum extent possble (see rdated
recommendetion 4.d);

f. Low-Quantity Production : In the world that we have projected, there will be even
less production money and fewer new garts The use of tailored smdl factories that can
effidently produce a low quantity and then shut down is encouraged. We ned to initiste
prototypes of such efforts

0. People Implementing these changes will require a culture change in the acquigtion
community and will require the most cgpable people our sodiety can produce. Clear
regponghility for fixing the DoD acquistion people problems mugt be assgned.
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